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RAPID globalization of firms and markets has inexo-
rably accelerated through technology. Aswas the case
inprevious eras of globalization, countries will have to
devise new governance mechanisms, rules and stand-
ardsto regulate new patterns of technological interac-
tions between states and non-state actors alike.
Traditional rules are being questioned, reframed and
broken. Private actors, both multinational corporations
and ‘cyber mercenaries’ are acquiring increasing
importance and relevance. Existing and emerging
international regimes and frameworks are under pres-
sure to mobilize countries to create rules to address
problemswroughtby newtechnologiesrelated to arti-
ficialintelligence, big data, social media, automation,
drones, autonomous weapons and malware incursions.

The growing chasm between the pace of techno-
logical change and their implications mustbe addressed
through renewed international cooperation or by nego-
tiating global rulesand norms that could minimize their
adverse effects. Traditional global governance frame-
works have attempted to forge rules around the gov-
ernance of emergingtechnologies. The United Nations
is involved through the UN Group of Governmental
Experts (UN GGE) and Open-Ended Working Group
(OEWG) that seek to regulate state behaviour in
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The problem

cyberspace. Regimes like the WTO are discussing
issues related to the digital economy, e-commerce and
data. Multi-stakeholder frameworks like the Paris
Callfortrustand security in cyberspace, Christchurch
calltoeliminate terroristand violent extremist content
and the Prague 5G conference have surfaced, out of
necessity, to manage issues under their remit.

India stands at the forefront of these debates for
two reasons. First, Indiahasaclear interest in shaping
international technology rules to accelerate domestic
technological transformations that have become inte-
graltoitseconomictrajectory. Indiaisgoing througha
period of extraordinary technological change measured
through increasing rates of digitization, record digital
penetration and use of the internet to structure patterns
of political, commercial and social interaction. The most
prominentmarker of India’s technological transition has
been the smartphone around which several major ini-
tiatives like *Digital India’ have been devised. Besides
Digital India, the momentumaroundand interestinthe
public development of technology has led to an array
of targeted programmes around artificial intelligence,
drones, blockchain, quantum computing and big data.
No doubt, these technologies are having massive effects
internally which are being addressed through domes-



tic laws and policies. India has an obligation to shape
international rules covering these technologies like
5G development, artificial intelligence, dataand digital
taxation are vital to ensure they mesh with domestic
rules. Incongruence or passivity vis-a-vis digital
rulemaking globally will raise costs for Indian firms
who have to readjust their business practices and
models and New Delhi that will have to reorient its
regulatory approach.

Broadly, international rules covering these emerg-
ing technologies could also affect how India chooses
to regulate technology issues, specifically whether
domestic ruleswould privilege the state or private sec-
tor. Thus far, India has placed the state at the heart of
the current ‘technological turn.” Yet, the dominantrole
of the state has only intensified questions around the
use of these technologies that enhance state power rela-
tive to that of citizens. Several technology issues like
data, 5G,autonomousweapons, artificial intelligenceand
digital taxation considered in this Seminar issue deal
directly with how the Indian state should regulate
technologies for the ‘public good’. That said, the state
isnotalone here. The articles in thisissue also point to
a ‘crowded’ policy space where India’s positions are
being shaped and reshaped by private interests in India

and those abroad whose material fates are tied to how
Indian policymakers optto regulate technologies.

Second, global technology debates matter for
India because the costs of not actively engaging in
shaping or influencing digital rulemaking are high.
More than ever, India’s economic, political and secu-
rity future(s) hinge on procuring, availing and deploy-
ingtechnologiesand having robust rulesthat accelerate
the empowerment of India’s vast demographics while
deterring their use against India’s strategic objectives.
Existing conflicts and rivalries get mapped onto tech-
nologies as India’s competitors rely on cyberspace to
target India through cyber attacks or by closing the
space India has to develop its own technologies and
leverage global supply chains in that cause. Symmet-
ric international rules that set clear and accountable
standards matter when developingand deploying tech-
nologies. The alternative islivinginatechnological era
with little clout, an untenable option for a country that
will become more, not less, reliant on technologies to
advance economic and security interests.

The articles in this ‘Seminar’ issue cover the
teeming landscape of global governance mechanisms
and arrangements, some formal and others inchoate,
that seek to establish new norms, rules and standards
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that countries can endorse and internalize to develop
and deploy technologies for economic growth and
minimize their pernicious social and political effects.
Findingabalance between these objectives will notbe
easy but countries like India have no choice.

Galvanizing global consensus on a legal regime
to foster responsible state behaviour in cyberspace has
proved to be a tough challenge. In a detailed articula-
tion of the various multilateral, multi-stakeholder and
private sector efforts aimed at fostering this consen-
sus, Gunjan Chawla argues that India’s unwavering
commitment to preserve its sovereign interests in this
fragmented governance space is clear. Global govern-
ance is imperative for restraining, if not halting, the
disruptive effects of weaponized cyberspace. Trisha
Ray argues that India’s ‘long game’ on Autonomous
Weapons Systems adopts a similar trajectory. Evalu-
ating India’s stances on AWS, Ray believesthat India’s
strategy seeks to protect national security interests
while trying to balance regulation both with Al driven
growthand India’sdemocratic obligations.

While some countries have rushed to set up
robust frameworks for 5G development and invest-
ment, India, as Manoj Kewalramani points out has
opted to go slow. Kewalramani believes India’s cau-
tionisdriven by various factors including the econom-
ics of India’s telecom sector, the unique nature of its
spectrumallocation policies, and of course, security and
strategic concerns. India’s choice of notimposingaban
on Chinese telecommunication vendors, including
Huawei, from participating in Indian 5G trials isto fur-
ther strategic room for manoeuvre. Sooner, not later,
particularly with the fraught geopolitical realities
broughtonbythe COVID-19crisis, strategicambigu-
ity will need to be abandoned with adecision taken.

Sameer Patil and Arun Vishwanathantrace India’s
fitfulengagementwithmultilateral exportcontrol regimes
with potential benefitstobeaccrued inareas like nuclear
trade, defence modernizationand civilian space. Going
forward, Patil and Vishwanathan argue that India must
reprise its role as a rule-shaper to ensure export con-
trol regimes like the Wassenaar Arrangement and the
Missile Technology Control Regime regulate the nefari-
ousimpacts of dual use surveillance technology. Vidushi
Marda sees a similar opportunity in the field of Artifi-
cial Intelligence where India can lead with the design,
standardizationand reasonable limits on the deployment
of these systems, instead of rushing blindly into deve-
loping them to advance economic objectives.

India has been a fervent proponent of data sove-
reignty, amaxim that seeks to ensure global technology
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companies operating in India do not derive rabid pro-
fitsfrom the data of Indian citizens. Aswe demonstrate
inour piece, this idea has been pushed through impul-
sive measures on datalocalizationand non-personal data
governance; concurrently, India has also engaged in
multilateral pushback against efforts that hasten the
free flow of data. Divij Joshi shares our scepticism of
this ‘data sovereignty’ push given the government’s
centralization tendencies and systematic undermining
of individual sovereignty atthe expense of what he calls
‘other valid conceptions or imaginations of data gov-
ernance.’ India can do more to dismantle structures of
technological power through domesticand global lead-
ership on issues like competition, digital taxation and
the liberalization of intellectual property protections.

Thefinal frontier of global technology governance
is the regulation of speech on social media platforms.
Originally billed asthe power to connect, social media
platformsare now dividing and spreading hatred. The
problem is a global one but the solution, as we argue
with Torsha Sarkar, is local. Regulating free speech can-
notbe agnostictothe social, economicand cultural con-
text and must be driven through law and policy that
reflect these factors. Multilateral efforts, however
noble, will likely be inadequate.

Finally, practitioners require academic knowledge
asammunition whilearticulating and defending India’s
positionswithinmultilateral fora. Inariveting interview,
Ambassador Asoke Mukeriji, India’s former Permanent
Representative to the United Nations, discusses with
greatenthusiasm his multilateral experiencesand how
he sees Indiashaping global technology debatesin the
years to come.

Asthisissue of ‘Seminar’demonstrates, thereare
no easy answers to these pressing global governance
questions but there are clear interests, constraints and
costs should India desist from influencing these multi-
lateral discussions. Questions around curtailing state
power with respect to technology will fundamentally
reston rules and laws that require careful deliberation
and resolution but the desire to draft such rules has not
been forthcoming partly due to the vacuum that exists
globally vis-a-vistechnology governance. Astheworld’s
largest democracy, India’s distinct economic and
demographic leverage places it in an unique position
toshape global technology rules that serve its strategic
interests. Simply put, India has the potential to play a
significantrole inthe ongoing digital worldmaking.

KARTHIK NACHIAPPAN and
ARINDRAJIT BASU



Going slow on 5G

MANOJ KEWALRAMANI

AFTER a year of government-wide
deliberations, late in December 2019,
India’s Department of Telecommuni-
cations (DoT) announced that it had
taken a decision to allocate spectrum
for conducting 5G trials in the country.
The trials, Telecom Minister Ravi
Shankar Prasad explained, would be
opentoall operatorsand vendors.! By
mid-January, reports informed that
four operators, Vodafone Idea, Bharti
Airtel, Reliance Jio and state-run
BSNL, had submitted applications
for trials. Vodafone and Airtel were
saidto be partnering with fourvendors,
i.e. Sweden’s Ericsson, Finland’s
Nokia and China’s Huawei and ZTE.
Reliance Jio and BSNL, on the other
hand, had chosenasingle vendor each
in South Korea’s Samsung and ZTE,
respectively.

Sincethen, there hasbeennofur-
ther progress. In comparison, around
the world, countries appear to be rac-
ing ahead with 5G network develop-
ment and commercial operations. A
February 2020 reportby Viavi Solutions
found that commercial 5G networks
had beendeployed in 378 cities across
34 countries, with South Korea, China
and the US emerging as leaders.?

Atthe heartofthe global 5G rush
is the promise of massive economic
gains. Thefifth generation of wireless

1. “‘India Allows Huawei to Participate in 5G
Trials’, Economic Times, 31 December 2019.
https://economictimes.indiatimes.com/indus-
try/telecom/telecom-news/govt-will-give-5g-
spectrum-for-trials-to-all-players-prasad/
articleshow/73033442.cms

2. The State of 5G Deployments, VIAVI
Solutions, February 2020. https:/Aww.viavi-
solutions.com/en-us/literature/state-5g-
deployments-2020-poster-chart-en.pdf

networks will enable extremely high
speeds of connectivity, significantly
higher connection density and near-
zero latency. These advantages are
expected to enhance machine-to-
machine connectivity, data analytics
and automation, resulting in the deve-
lopment of new products and busi-
nesses, boosting productivity and
enhancing state capacity. Studies esti-
mate thatby 2035, 5G technologieswill
enable $12.3trillion of global economic
outputand support22 million jobs. In
India, a government study in August
2018 estimated the cumulative eco-
nomic impact of 5G on the country’s
economyto hit$1trillionby 2035.
Considering the above, what
explains the slow pace of movement
on a 5G policy in India? This article
argues that there are four underlying
factors—economicsof India’stelecom
sector, the peculiarities of the country’s
spectrumallocation policies, alongwith
national security andstrategic concerns.
The telecom sector is among
India’s biggest post-liberalization
successstories. The breaking down of
state monopoly and recasting of the
regulatory structure, which began at
theturn of the millennium, resultedin
intense competition and expanded
consumer welfare. However, with
time, there have emerged certain
structural problems that are plaguing
the sector’s future development.
Over the years, low-cost con-
nectivity along with the increasing

3. “Making India 5G Ready’, Report of the
5G High Level Forum, 23 August, 2018.
https://dot.gov.in/sites/default/files/5G%
20Steering%20Committee%20report%
20v% 2026.pdf?download=1
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penetration of mobile phones fuelled
subscriber growth. Consequently,
India today is the world’s second-
largest telecommunications market
interms of subscribers. And, therestill
exists much scope for expansion. As
of December 2019, the Telecom
Regulatory Authority of India esti-
mated overall teledensity at 88.56%,
with urbanteledensity at 156.26%and
rural teledensity at just 56.67%.

Competing forthismarketshare are
largely three private service providers
—Vodafone, Airtel and Reliance Jio -
who together account for approxi-
mately 90% of wireless data users in
the country. Jio’s entry into the mar-
ketin 2016, in fact, marked a turning
point. Offering free voice calls and
almost free dataand messaging usage,
it reshaped the economics of the sec-
tor. The ensuing competition led to a
fall in Average Revenue Per User
(ARPU), ascompetitors consolidated,
slashed their offeringsand investedin
improvingservice quality.

Consequently, high levels of
debtand low profitability now charac-
terize the sector. Deepening service
providers’ woes isthe Indian Supreme
Court’sOctober 2019 verdictinterpret-
ing Adjusted Gross Revenue (AGR)in
such a manner that it added Rs 1.47
lakh crore to their liabilities. The ver-
dictwasthe outcome ofa 16-year-long
legal battle between the DoT and ser-
vice providers over assessment of lic-
ense fees. What’s worth noting is that
the bulk of this burden fell onto Airtel
and Vodafone, estimated at Rs 35,586
croreand Rs57,000crore, respectively.
Jio, onthe other hand, hasalready paid
itsduesestimatedatRs 195 crore. Con-
sidering the above, service providers’
appetite for large capital investments
that 5G networks will require remains
guestionable. What’s likely to make it
even more troublesome is the added
cost of spectrum.
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Over time, successive Indian
governments have viewed spectrum
purely asarevenue generating resou-
rce rather than from the perspective
of economic value generated owing
to the network effect. This position
has complicated spectrum allocation
policy. The 2G scandal added an ugly
political dimensiontothese decisions.
In November 2010, a report by the
Comptroller and Auditor General of
India argued that the DoT had issued
2G spectrum licenses to service pro-
viders at throwaway prices, resulting
in a loss of Rs 1.76 lakh crore to the
exchequer. The scandal marked the
beginning of the downfall of the
Manmohan Singh-led UPAIl govern-
ment. The subsequent yearswitnessed
intense politicization of spectrum
policy. Consequently, broader conside-
rations about cost conundrums facing
service providers and the multiplier
effect of cheap connectivity have
largely been ignored. In other words,
revenue generationis prioritized over
value generation.

This dynamic is also evident in the
5G case. Despite back and forth with
DoT, the Telecom Regulatory Autho-
rity of India (TRAI) has stuck to its
base price recommendation for 5G
spectrum at Rs 492 crore per mega-
hertz. The Cellular Operators’ Asso-
ciation of India (COALI) believes that
at this rate, Indian spectrum is ‘over-
priced by at least 30-40 per cent com-
pared to international standards and
auction in other markets like South
Koreaandthe US.”*Atapointin2019,
there appeared to be some sort of a
middle paththat was being worked out,
with New Delhi potentially reviewing

4. ‘Price of 5G Spectrum in India 30-40 Per
CentHigher Than Global Rates: COAI’, PTI,
04 January 2019. https://economictimes.
indiatimes.com/industry/telecom/telecom-
news/price-of-5g-spectrum-in-india-30-40-
pc-higher-than-global-rates-coai/articleshow/
69648788.cms

this figure. But no change was even-
tually announced.

At present, during its next auc-
tion, the Indian government plans to
offer justover 8,000 megahertz of 4G
and 5G spectrum, eyeing revenue of
approximately Rs5.86 lakh crore. This
is likely to be the case despite the
COAI suggesting that participation
from their members is likely to be
muted, owing to the ‘unrealistic pric-
ing of the key spectrum bandsthatare
for 5G.”> Among the operators, Airtel
has been the most vocal, suggesting
that it might even skip the auction
owingtoconcernsover the price. Con-
sequently, the planned auction has
witnessed a number of delays. Add to
thisthe unfolding Covid-19 pandemic
and the earliest that an auction will
now take place isthe end of 2020.

A nother point of contention is the
development of standards. Globally,
5G standards development is being
carried out under the aegis of the 3rd
Generation Partnership Project (3GPP).
This is a consortium of seven major
telecommunications standard deve-
lopment organizations, including the
Telecommunications Standards Deve-
lopment Society, India (TSDSI), and
a number of other associate partners.
It is important to note that 3GPP in
itself does not set standards. It deve-
lops technical specifications, which
then get adopted and enforced by the
standard development organizations
that comprise 3GPP. Members, there-
fore, have autonomy in terms of final
decision-making.

In this context, over the past
year, COAL, the Global mobile Suppli-
ers Association (GSA) and the Euro-

5. Devina Sengupta, ‘Spectrum Sale May
Fetch Only Rs 10,000 Crore Initial Payment’,
Economic Times, 10 February 2020. https://
economictimes.indiatimes.com/industry/
telecom/telecom-news/spectrum-sale-may-
fetch-only-rs-10000-crore-initial-payment/
articleshow/74053765.cms



pean Telecommunications Standards
Institute have been discussing pro-
posals of local standards put forward
by TSDSI. While largely adopting
3GPP guidelines, TSDSI says that it
wants to make global standards India
specific with certain enhancements.
COAl hasargued that this creates hur-
dlesfor Indianindustry. GSAbelieves
thatthere will be interoperability issues
going forward. Despite that, TSDSI
has pressed ahead. It believes that
local standards are needed to ensure
rural connectivity and software adjust-
ments can help industry mitigate
any challenges. In March 2020, the
TSDSI’sRadio Interface Technology
Proposal won the International Tele-
communications Union’s approval.
Itnow says it is working to make sure
that its proposal interworks seam-
lessly with the 3GPP proposal. This
too is likely to get delayed owing to
the pandemic.

From asecurity and strategic perspec-
tive, these delays might prove benefi-
cial, but only to a point. Washington
increasingly views Beijing asastrate-
gic competitor, withthe tussle over 5G
emerging as a critical component of
this rivalry. On one hand, the Donald
Trump administration has actively
sought to decouple from the Chinese
technology ecosystem. On the other,
it has sought to persuade and even
threaten allies and partners to ensure
that they reject Chinese telecom
equipment providers, particularly
Huawei. Washington’s core argument
to partners has been that the Chinese
Party-state uses itseconomic mightto
pursue strategic objectives, with pri-
vate firms being used as instruments
of statecraft.

6. Danish Khan, ‘India’s Local 5G Tech Gets
Traction Amid Opposition From Gear Ven-
dors’, 18 March 2020, ET Telecom. https://tele-
com. economictimes.indiatimes.com/news/
indias-local-5g-standard-goal-gains-traction-
amid-opposition-from-gear-vendors/74683214

The US’s efforts have borne
mixed results at best. Only a handful
of American allies and partners, such
asAustralia, New Zealand and Japan,
have formally barred Chinese equip-
ment makers from their 5G markets.
In contrast, European partners like
France, Germany and the UK have
refrained froman outrightban, arguing
that the risk can be managed through
amixof regulation and technological
solutions. Theirapproachisaproduct
ofamixofeconomicand political con-
siderations, such as switching costs,
the cost-effectiveness of Huawei
products and a desire to ensure stra-
tegicautonomy. Despite this, there has
been greater agreement among the
US and its allies and partners over
the nature of security threats. This
is evident in the proposals agreed
upon at the 2019 Prague 5G Security
Conference.’

The two-day conference, held in
early May, brought together partici-
pants from 32 countries — including
select EU and NATO member states
along with Israel, Japan, Australia,
New Zealand and South Korea —and
four global mobile network operators.
The objective was to arrive ata com-
mon approach towards cyber threats
emerging from 5G technologies and
recommending courses ofaction. The
non-binding proposalsthatwere finally
agreed upon expand the definition of
security threats to include non-techni-
cal aspects, suchas political, economic
orother behaviour of maliciousactors,
and supply chain security. The docu-
mentalso calls on taking into account
the ‘overall risk of influence on a
supplier by a third country.” It further
adds the need to consider the ‘legal
environment and other aspects of (a)
supplier’s ecosystem’, along with

7. The Prague Proposals, 3 May 2019. https:/
/www.vlada.cz/assets/media-centrum/
aktualne/PRG_proposals_SP_1.pdf

transparency related to ownership,
partnerships, and corporate govern-
ance structures of service providers.
The proposals provided the
framework for the EU’s new cyber
security toolbox®and Britain’s decision
to keep high-risk vendors out of the
network core and capping their access
to non-sensitive parts of the network.°
Goingforward, participating statesare
expected to work on sharing concrete
tools, instruments, measures and solu-
tions to tackle 5G security threats,
arriving ataset of best practices.

I ndiaisnotaparty to the Prague Pro-
posals. However, the recommenda-
tionsandtoolsthat could emerge from
the process hold particular salience for
New Delhi. Onone hand, they provide
an opportunity for Indiato learn from
the experiences of other states and
examine the effectiveness of diffe-
rent models. For instance, there is an
ongoing debate in the country over
observing the feasibility’° of Euro-
pean and British models and experi-
menting with local software solutions
to tackle security threats.'* On the

8. ‘Secure 5G Networks: Commission Endor-
ses EU Toolbox and Sets Out Next Steps’,
29 January 2020. https://ec.europa.eu/com-
mission/presscorner/detail/en/ip_20_123

9. ‘New Plans to Safeguard Country’s
Telecoms Network and Pave Way for Fast,
Reliable and Secure Connectivity’, 28 Janu-
ary 2020. https://www.gov.uk/government/
news/new-plans-to-safeguard-countrys-
telecoms-network-and-pave-way-for-fast-
reliable-and-secure-connectivity

10. Anandita Singh Mankotia, ‘Indian
Telecom Companies May Leave Huawei Out
of Core 5G Network’, 12 August 2019. https:/
/economictimes.indiatimes.com/industry/
telecom/telecom-news/indian-telecom-com-
panies-may-leave-huawei-out-of-core-5g-
network/articleshow/70636358.cms

11. Amrita Nayak Dutta, ‘India Can Secure
5G Networks With Local Technology, Top
Security Advisor Raghavan Says’, ThePrint,
22 October 2019. https://theprint.in/diplo-
macy/india-secure-5g-networks-local-tech-
nology-top-security-advisor-raghavan/
309259/
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other hand, the proposals, with clear
political parameters for vendor partici-
pation, could constrain New Delhi’s
room for manoeuvre and thereby
impinge onitseconomic interests.

Indiaimports anoverwhelming
majority of its telecommunications
equipmentrequirements. Dependence
onforeign vendors, therefore, cannot
immediately be wished away. More-
over, given the structural financial
challenges withinthe sector discussed
above, there is a strong economic
rationale for partnering with suppliers
providing cost-effective, yet cutting-
edge equipment. Clear standards for
partnering with foreign vendors, along
withafocusonnetworkresilienceand
redundancies are imperative. Thus
far, however, the Indian government
has not provided any such guidelines;
this is underscored by Jio and BSNL
partnering with one vendor each for
trials, with the latter being state-run
and choosinga Chinese vendor.

The economic benefits, however,
must be weighed against security and
strategic implications. Although the
Prague Proposals do not name any
vendor or state, the references to Chi-
nese vendors are unmistakable. For
New Delhi, the security risks of work-
ing with Chinese vendors are greater,
giventhe issues over territorial integ-
rity and sovereignty along withendur-
ing strategic mistrust that characterize
the Sino-Indianrelationship. Moreover,
Beijing has been rather blunt with
New Delhi. It has warned of ‘reverse
sanctions’ on Indian firms and broa-
der consequences if Chinese vendors
are banned by India.*? Yet, India has
allowed Chinese vendors to conduct

12. Sanjeev Miglani, Neha Dasgupta, ‘China
Warns India of “Reverse Sanctions” if
Huawei is Blocked — Sources’, Reuters, 6
August 2019. https://www.reuters.com/arti-
cle/us-huawei-india-exclusive/exclusive-china-
warns-india-of-reverse-sanctions-if-huawei-is-
blocked-sources-idUSKCN1UWI1FF
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trials. Moreover, in doing so, it is
unclear if the government has con-
ducted a thorough technical assess-
ment of the risks and examined
potential mitigation strategies.

At the same time, New Delhi
hasactively engaged with Washington
on5G network development. Theissue
featured in discussions between US
President Donald Trump and Indian
Prime Minister Narendra Modi in
OsakainJune2019andduring Trump’s
visit to New Delhi in February 2020.
Mukesh Ambani’s remark to Trump
duringhis Delhivisitabout Reliance Jio
being the ‘only network in the world
that doesn’t have a single Chinese
component’ isindicative of the signifi-
cance of the issue for bilateral ties.*

I ndia’s choice of eschewing a com-
plete ban hasasmuchto dowithecono-
mic concernsas ithas to with strategic
imperatives. Deepening Sino-US
competitionisresulting inthe splinter-
ing of cyberspace and the global tech-
nology and innovation ecosystem.
Being locked into any one camp, how-
ever, would entail significant costs
for India. Therefore, New Delhi has
sought to create room for manoeuvre
to preserve its strategic autonomy. But
a common approach between the US
and its partners, which specifically tar-
gets China, asevident fromthe Prague
Proposals process would make this a
much more difficult task. Invariably,
this could squeeze India into a posi-
tionwhereinitwould havetochoosea
camp, undermining India’seconomic
and security interests.

Thisstrategic conundrumworks
well for those who believe that India

13. *Reliance Jio Doesn’t Have a Single Chi-
nese Component, Mukesh Ambani Tells
Donald Trump’, Economic Times, 28 Febru-
ary 2020. https://economictimes.indiatimes.
com/industry/telecom/telecom-news/jio-
doesnt-have-a-single-chinese-component-
mukesh-ambani-tells-donald-trump/
articleshow/74335119.cms

should focus on complete indigeniza-
tion of the 5G network, even if it
entails further delaysinroll out. Over
time, the awaitindigenizationcommu-
nity, in fact, has gradually expanded.
There is, of course, diversity in the
motivations of individuals who fall
within this umbrella. For instance,
some argue that indigenization is the
only route to genuine security,'4 others
blend the security concerns with pro-
tectionist impulses.*® And then there
are those who question the utility of
5G-powered systems in India, given
the relatively weak ecosystem in the
country characterized by low smart
devicesand 4G penetration.'6

A confluence of the above factors
has led to the Indian government
essentially adoptingago-slowandwait
and watch approach. While spectrum
policy and sorting out the telecom sec-
tor are a matter of domestic policy, it
is increasingly becoming clear that a
decision on 5G network development
will have strategic implications. Wait-
ing and watching might work for a
while, but sooner rather than later a
decision must be taken. And in doing
s0, the tightrope walk that New Delhi
is currently performing might prove
to be very challenging in the long run
as Sino-USties continue to worsen.

14. *‘Only 100% Indigenization Can Make
IndiaSecure in5G Era: I T Professor’, IANS,
11 July 2019. https://telecom.economictimes.
indiatimes.com/news/only-100-indigenisa-
tion-can-make-india-secure-in-5g-era-iit-
professor/70167675

15. Dhairya Maheshwari, ‘Swadeshi Jagran
Manch Protests Huawei Conducting 5G Tri-
als in India, Writes to PM Modi’, IndiaTV,
31 December 2019. https://www.indiatvnews.
com/news/india/swadeshi-jagran-manch-
protests-huawei-conducting-5g-trials-in-
india-writes-to-pm-modi-575218

16. Brijendra K Syngal, ‘5G Shouldn’t
be Rolled Out in a Hurry’, The Hindu
Businessline, 24 February 2020. https://
www.thehindubusinessline.com/opinion/5g-
shouldnt-be-rolled-out-in-a-hurry/article
30905507 .ece



The legal contours of India’s
'sovereign cyberspace’

GUNJAN CHAWLA

EARLIER this year, India gained the
unenviable distinction of being the
most ‘cyber attacked’ nation in the
world. However, the legal tools dep-
loyed to mitigate the threat of cyber
attacks so far have proved insufficient.
Thisarticle providesabirds-eye view
of India’s policy positionsinrelation to
recent efforts at various multilateral
and multi-stakeholder for aseeking to
upgrade interpretations of international
rules, or formulate new ones to com-
bat the growing malicious use of
increasingly sophisticated information
communicationtechnologies (ICT).
Inashort span of 20 years since
the promulgation of the Information
Technology Act, 2000 cyber attacks
have become the most significant
threatto the security of the state. Data
released by the India’s Computer
Emergency Response Team (CERT-
In) reveals aten-fold increase in inci-
dents like network scanning and
probing between2017and2018alone.
From 9359 incidentsin 2017, CERT-

Inrecorded 127481 suchincidents in
2018. The National Crime Records
Bureau (NCRB) reported a doubling
of ICT-enabled crimes under the
Indian Penal Code between 2016 and
2017. According to the NCRB, more
than half of the reported cyber crime
in India is economically motivated,
causing great financial lossestocitizens
and perpetuating economic insecurity.

However, these statistics on
malicious cyber activity and cyber
crimedo notreveal whether the origin
of these cyber attacks against Indian
targets can be attributed to another
state, or non-state actors or individu-
als, who may be foreign or domestic.
Asaconsequence of numerous barri-
ers—includingtechnological, strategic
and legal — to decisive attribution of
cyber attacks and incidents, India is
faced with a kind of ‘Schrédinger’s
cyberwar’. The state is defending
itself against adversaries whose legal
status, and consequently, rights and
obligationsremainunclearin law, often
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duetotechnological obfuscation. This
problem is further compounded by
limited technological capacity of the
government. In most cases, the iden-
tity of the adversary — which may be
another state, non-state entity or indi-
vidual — as perceived by the victim
state remainsin flux.

For asovereign nation to build effec-
tive cyber defences, evolution of the
applicable domesticand international
law isessential to complement efforts
toupgrade the technological capacity
of the state and bolster avenues to
strengthen international cooperation.
Domestically, recent policy trends
have been focused on ‘digital sover-
eignty’, manifested in policies like data
localization, which was watered down
under the 2019 Personal Data Protec-
tion Bill. Owingtothe inherentnature
of cyberspace as a borderless realm,
such policies cannot be implemented
without sovereign control over cyber-
space, including its physical layer
(DNS route servers, routers, fibre
optic cables, hardware etc.) aswell as
logical layer (code, such as the Trans-
mission Control Protocol/Internet
Protocol, or “TCP/IP’), or cooperation
of the private sector, especially Big
Tech corporations. Such a scenario
posesserious hurdles for domestic law
enforcement—aninherently sovereign
function—and consequently, manifests
as a government restriction on free-
dom of expression exercised through
censorship, or ‘moderation’ of the con-
tentlayer (e.g. Websites, social media,
e-marketplacesetc.), that remainsthe
mostvisibleand accessible component
of cyberspace. In extreme cases, cut-
ting off access to this layer altogether
by way of internet shutdowns tends to
be the preferred mode of “preventive
policing’ of cyberspace.
Additionally, the skewed glo-
bal distribution of infrastructure and
knowledge comprising the physical
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and logical layers of the internet, hea-
vily concentrated in western nations,
but under the effective control of pri-
vate actors, poses insurmountable
challenges for India’s domestic legal
system. The need foracoherent inter-
national legal framework to enable
effective investigation and attribution
of cyberincidentsisapparentto effec-
tively grapple with their international
dimensions.

Although the IT Act mandates the
exercise of jurisdictionbeyond India’s
territorial borders, it is rarely imple-
mented owing to difficultiesin coope-
ration with foreign law enforcement
agencies, incompatible legal regimes
and red tape, as well as challenges in
domestic regulation of Big Tech, espe-
cially social media intermediaries. A
salient example is the WhatsApp
traceability issue currently pending
verdict, where the Indiangovernment
has mounted an offensive againstend-
to-end (E2E) encrypted communica-
tions. Thisattitude was also shared by
the governments of the United King-
dom (UK), United States (US) and
Australia, who jointly wrote an open
letter to Facebook last year, inabid to
discourage the use of E2E encryption
without providing for a backdoor to
enable lawful accessto contentby law
enforcement agencies.

This example is also useful to
illustrate the pivotal role of the private
sectorintheglobal governance of ICT,
stemming from their control over its
infrastructure. The tussle for technolo-
gical supremacy between pre-eminent
cyber powers tends to drive technical
know-how and expertise deeper into
the opaque cover of national security.
Additionally, the far-reaching influ-
ence of transnational private sector
players like Facebook, WhatsApp,
Apple on the one hand and Huawel,
Xiaomi, ByteDance on the other, cre-
atesa ‘cyber landscape’ thatisa poten-

tial minefield for governments to
navigate, especially for those aspiring
to become cyber powers themselves.
Although Chinahastraditionally
been the rival to India’s claim to pri-
macy in South Asia, India’s domestic
legal approach appears to mirror that
of China, given our domestic policy
emphasis on sovereignty in cyber-
space and itsmanifestations. Huawei’s
entrenchment in the Indian telecom
scene adds to the complexity of our
posturing inthe broader context of this
struggle for technological supremacy.
The question that remains is whether
we will do the same in our strategy to
engage with international institutions
tasked with formulating these norms.
The paradoxes of (cyber) war certainly
appear to engender a ‘reversal and
even coming together of opposites’.?

G iven international law’s state-
centric approach to the formulation
and implementation of legal rules and
norms, aborderless cyber space poses
unique challenges to peaceful coexist-
ence and cooperation among actors of
the international community in cyber-
space. Additionally, the existence of
diverse modelsto regulate the private
sectoracrossjurisdictionsand exacer-
bation of the “digital divide’ through
rapid proliferation of technologies
make itexceptionally difficultfor gov-
ernmentsto formulate and implement
universally acceptable rulesand norms.

Thus, Indiafinds itself positioned
rather awkwardly between the East
and the West. While there is wide-
spread agreement that international
lawappliesincyberspace, thereisper-
vasive disagreement among nations
astoexactly howitapplies. Lastyear,
India’s External Affairs Minister
S. Jaishankar spoke of anew approach
to India’s foreign policy with a
1. Edward Luttwak, Strategy: The Logic of

War and Peace. Harvard University Press,
Cambridge, Mass, 1987.



pre-emptive defence posturing that
has abandoned its old policy of non-
alignment, replaced by anissue-based
‘multi-alignment’2toadvance national
interestsand priorities. However, India
is yet to clearly define its interests
in cyberspace. So far, seven nations,
including Australia, Estonia, France,
Germany, the Netherlands, the UK,
and the US have issued comprehen-
sive national statements onhow inter-
national law appliesto cyberspace.

It remains to be seen whether
India’s National Cybersecurity Stra-
tegy slated for release in 2020 will
employ the language of international
law to articulate its interests and
ambitions in this new domain of war-
fare. Meanwhile, the task before
Indian negotiatorsisaformidable one
—to reconcile two apparently incom-
patible approaches® in parallel pro-
cesses currently ongoing under the
aegisofthe United Nations.

-l-he United Nations Group of Govern-
mental Experts on advancing respon-
sible state behaviour in cyberspace
(GGE) has pushed the agenda of a
“free, open internet’through voluntary,
non-binding norms to govern state
behaviour. Onthe other hand, the UN
Open Ended Working Group (OEWG)
on Developmentsinthe Field of ICTs
in the Context of International Secu-
rity led by Russia, which has empha-
sized ‘cyber sovereignty’ and the
development of a legally binding
framework of rules to govern state

2. External Affairs Minister S. Jaishankar’s
Speech at the 4th Ramnath Goenka Lecture,
14 November 2019. https://mea.gov.in/
Speeches-Statements.htm?dtl/32038/
External+Affairs+Ministers+speech+at+
the+4th+Ramnath+Goenka+Lecture+2019.

3.Josh Gold, “Two Incompatible Approaches
to Governing Cyberspace Hinder Global Con-
sensus’, Leiden Security and Global Affairs
Blog, 16 May 2019. https://leidensecurity-
andglobalaffairs.nl/articles/two-incompatible-
approaches-to-governing-cyberspace-hinder-
global-consensus

behaviour in cyberspace. The GGE
consists of a few states selected on
the basis of equitable geographical
distribution whereas the OEWG is
open to all UN member states. It is
noteworthy that the call for cyber
norms is rooted in Russian-led arms
control resolution dating back to 1998,
focused on mitigating threats from
information weapons and informa-
tionwars, while pushing for the ability
to retain control over information
environments.

Certain commentators have termed
this dynamic between western inter-
pretationsand Sino-Russian interpre-
tations of international law as a state
of ‘Mutually Assured Diplomacy’* -
predicting it is likely that both the
GGE and OEWG processes will fail or
both will yield results, creating two
separate but overlapping legal frame-
worksor interpretations competing for
universal acceptance.

The GGE, setupin2004 and cur-
rently in its sixth iteration has issued
consensus reports in 2010, 2013 and
2015. India has been a participating
member state inall its sessions, except
in2015. The 2015 Report of the GGE
isasignificantmilestone, initsaffirma-
tionofthe applicability of international
law in cyberspace, and the need to
further explore how international law
appliesincyberspace. However, inits
2017 session the GGE failed to arrive
ataconsensus. Thisfailurewas largely
due to strong opposition from some
states including Russia, China and
Cuba on the inclusion of an explicit
reference to the applicability of the
right of self-defence, countermeas-
ures and international humanitarian
law (IHL) in the draft report. In their
4. Dennis Broeders, ‘Mutually Assured
Diplomacy: Governance, “Unpeace” and
Diplomacy in Cyberspace’, ORF Digital
Debates, 2019, at pp. 26-29. https://www.

orfonline. org/wp-content/uploads/2019/10/
Digital_Debates_2019_V7.pdf

view, such provisions would legiti-
mize the ongoing militarization of
cyberspace and compromise its stabi-
lity and security.

Soon after UNGGE talks broke
down, two separate resolutions were
passed inthe UN —one US-led, push-
ing for a new GGE to be constituted,
and one Russia-led, calling for an
open-ended working group on rules,
norms and principles for responsible
state behaviour in November 2018.
The OEWG isduetoreporttothe UN
General Assembly (UNGA)inits 75th
Session in September 2020, and how
appears to consider voluntary non-
binding norms as complementary to
binding obligations in international
law, attempting tobuilduponthe GGE’s
2015 Report.> However, the scope of
state sovereignty and the right to self-
defence in cyberspace as well as the
scopefortheapplicationof IHL remain
unresolved issues.

H avingvoted infavour of both these
resolutions, setting up the GGE and
OEWG, Indiahasyettotakeanexplicit
stance on the divide between the two
camps, or articulate amiddle ground.
Some have argued that India’s ambi-
guous stance may create a strategic
advantage; however, this is only par-
tially true. A foreign policy aimed at
‘multi-alignment’ insearch foramore
prominentroleincontested domainsin
arapidly changing international order
mustidentifyand collaborate with ‘like-
minded nations’ to distinguish between
our allies and adversaries in cyber-
space. Thereislittleclarity to be gained
fromother states’ legal interpretations
tailoredto serve their own interests.

5. United Nations Open-Ended Working
Group, Initial ‘Pre-draft’ of the Report of the
OEWG on Developments in the Field of
Information and Telecommunications in the
Context of International Security, 16 March
2020, https://unoda-web.s3.amazonaws.com/
wp-content/uploads/2020/03/200311-Pre-
Draft-OEWG-ICT.pdf
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Atthe OEWG’s June 2019 ses-
sion, India’s remarkswere focused on
encouraging bilateral and multilateral
efforts aimed at developing a better
understanding of international legal
concepts that underpin the discussion
onstates’use of ICTs—including cyber
sovereignty, jurisdiction, attacks, and
threshold for invoking the right to
self-defence under the UN Charter.®
Undoubtedly, conceptual clarity is
indispensable. Withouta conceptuali-
zation of what category of cyber
crimes and cyber incidents may con-
stitute ‘cyber attacks’ and therefore,
betreatedasaninfringementof India’s
sovereignty that necessarily merit a
proportionate response in law, the
roadmap towards build an “open,
secure, stable, accessible, interopera-
ble and peaceful ICT environment’ is
akintodrivinginthedark.

I n seeking a more prominent role on
the international stage, there are mul-
tiple hurdles before India on its path
from an international rule-taker to a
rule-shaper. The multiplicity of plat-
forms for discussion of cyber normsis
amajor challenge innavigating inter-
national lawmaking processes. For
instance, some states have also indi-
cated a preference to refer to the task
of codifying international law applica-
ble to cyberspace to the International
Law Commission. Other multi-
stakeholder efforts have proliferated
inrecenttimes, inabidto catalyse the
crystallization of universally accept-
able ‘rulesof theroad’ for responsible
behaviourincyberspace.

The expansion of the UN GGE
mandate in 2015 to examine the ques-
tionofhow international lawappliesto

6. Statement delivered by India at the Organi-
sational Session of the Open-Ended Working
Group (OEWG) on ‘Developments in the
field of Information and Telecommunications
in the Context of International Security’, in
New York on3June 2019. http://meaindia.nic.
in/cdgeneva/?8251?000
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cyberspace engendered a three-year
long effortby NATO to gatheragroup
consisting entirely of western inter-
national law scholars and cyber secu-
rity experts to produce the ‘Tallinn
Manual’ on the International Law
Applicable to Cyberspace. A second
edition, with nominally better repre-
sentation was released in 2018, but
appears to have found little supportin
actual state practice.

-l-he Global Commission on the Sta-
bility of Cyberspace (GCSC) estab-
lishedin 2015, articulated eightnorms
dubbedasthe ‘Singapore Norm Pack-
age’ in 2018. In its final report of
2019, the GCSC also recommended
the protection of the ‘public core of the
internet’ —originally proposed by the
Government of the Netherlands that
did notgain support fromall members
ofthe GGE. The GCSC comprised 26
Commissioners representing a wide
range of geographicregionsaswell as
industry, technical and civil society
stakeholders. Many of its members
are former officials with various gov-
ernments, including India’s former
Deputy National Security Advisor,
Ambassador Latha Reddy.

The Paris Call for Trustand Sta-
bility in Cyberspace of 12 Novem-
ber 2018 led by French President
Emmanuel Macron, articulated nine
principlestosecure cyberspace. These
principlesreaffirmedthe applicability
of international law and norms to
cyberspace and encouraged cross-
sectoral collaboration in recognizing
the role and importance of the private
sector inpromoting trust and security
in cyberspace. The Paris Call has so
far garnered the support of 78 states
and over 400 civil society organiza-
tions. Notably, both India and the
United States have not joined the call.

The Paris Call considers the
Budapest Conventionon Cyber Crime
as a key tool to strengthen defences

against cyber criminals. This refer-
encetothe Budapest Conventionisan
apparent reason for India’s refusal to
jointhe Paris Call, choosing instead to
signabilateral digital partnership with
France in 2019. India’s hesitation to
accedetothe Budapest Convention s
unclear butappears grounded infirst,
its perception of the Eurocentric pro-
cess of negotiation and drafting
through the Council of Europe, and
second, its substantive concerns with
provisions under the convention
that seek aharmonization of domestic
substantive and procedural criminal
law of the states parties. This contin-
uesto hamper the effective investiga-
tionandthe overall implementation of
domestic law on cyber crime, includ-
ing especially, the provision for extra-
territorial enforcement ofthe IT Act.

-l-errorism is another domain where
India has struggled with the interna-
tional dimension of crimes committed
on its sovereign territory and has
repeatedly called for greater interna-
tional cooperation to tackle cross-
border terrorism. New Zealand and
France led the drafting and adoption of
the Christchurch Call to Action in
May 2019, two months after the ter-
roristattack thatkilled 51 people attwo
mosques at ChristchurchinNew Zea-
land was live streamed on social
media. This call outlines “collective’
and ‘voluntary’ commitments from
governments and online service pro-
vidersintendedtoaddress the issue of
terroristand violentextremist content
online and to prevent the abuse of the
internet. Notably, while Indiaisasig-
natory to the Christchurch Call, the
United States refusedto join, citing its
potential to impinge upon free speech
rights protected under its constitution.

Similarly, private sector initia-
tives have mushroomed inthe last few
years since talks at the GGE broke
down. Itis unsurprising that corpora-



tions have rushed in to fill the void
where state governments are unable
to arrive at a consensus, considering
first, that the responsibility to imple-
ment any norms that may be agreed
upon will rest on their shoulders;
second, that their technological capa-
bilitieswill supply nuance toan other-
wise political debate; and third, that
their financial resources may supple-
mentstates’ limited resourcesthatcan
be divertedtoengagementsat interna-
tional platforms. However, a proactive
role forthe private sectorhasnotequally
palatabletoall concerned parties.
Microsoft’s call for a ‘Digital
Geneva Convention’ in 2017 urged
corporations to commit to not partici-
pate in cyber attacks; the call also urged
governmentstodomoreto protectcivi-
lians and called for an independent
international body to investigate and
attribute cyberattacksagainstcountries
which received only a lukewarm res-
ponse. Some criticized Microsoft for
venturing into what has traditionally
been the exclusive prerogative of the
sovereignstate under international law.

Over a year later, Microsoft pio-
neered the Cybersecurity Tech
Accord in 2018, which has now been
adopted by over 100 companies who
espouse four principles — stronger
defence, no offence, capacity building
and collective action with like minded
organizations. The list of signatories
includes Facebook, ARM, Cisco and
FireEye among others. The establish-
ment of the Cyber Peace Institute
under Microsoft’s leadership in 2019
to provide assistance and promote
collaborations for responsible beha-
viour isyetanother step forward in the
direction of international cooperation
for a peaceful cyberspace underwrit-
ten by the private sector. The Charter
of Trust initiated by Siemens at the
Munich Security Conference in 2018
started with eight signatory corpora-

tionswho endorsed aset of principles
broadly aimedat reducing cyber risks.
Its membership grew to include cor-
porationsincluding Cisco, Dell Techno-
logiesand IBM and now standsat 16.

E)r greater engagement with such
norm-shaping and norm-making pro-
cesses, the government needs to guide
and equip Indian companies through
industryassociationstoplay aproactive
role. Improvement of international
efforts to capacity building across the
publicand private sectors undoubtedly
needs to be an area of focus for India
in these multi-stakeholder forums.
Necessarily, this will also help us to
better understand the needs of the
domestic cyber security sector specifi-
cally and the ICT and Information
Technology Enabled Services (ITES)
sector at large.

It is exceptionally difficult to
decisively predicthowthe international
order will change and evolve from
the COVID-19 pandemic. In today’s
borderless, butgradually fragmenting
cyberspace, onethingisclear—India’s
unwavering commitment to protect
and preserve its rights as a sovereign
state even when pitted against face-
lessadversaries. The broader political
challenge in the formulation of an
international cyber policy lies in pre-
serving the international legal principle
of sovereignequality.

The process of developing new
norms and interpretations of existing
law needsto recognize common inter-
ests and shared responsibilities in the
face of differential access tothe means
and methods of waging cyber wars,
along with other weapons of mass
disruption. Whether voluntary, non-
binding norms will be adequate to
restrain, if not halt their disruptive
effects is the question India’s strate-
gists have to answer to help India’s
negotiators navigate the paradoxes of
cyber war.
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Regulating the marketplace
of ideas
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SOCIAL media is one of the most
important tools shaping political dis-
courseall overthe world. Over the last
decade, we have seen online spaces
being increasingly used to archive
instances of humanitarian violence,
carve outrepose for historically margi-
nalized communities and coordinate
and communicate entire political move-
ments. Atthe beginning of the lastdec-
ade, therefore, optimists like Jack
Balkin saw the internet and digital
technologies, with their “[...] wide-
spread distribution, their scope and
their power’as having the potential of
promoting the *possibility of demo-
cratic culture’.

However, if the beginning ofthe
decade heralded social media plat-
forms for improving the participative
nature of democracies for good, the
later half has cast a doubt on this rosy
narrative. In the last few years, both
governments and civil society have
accused these companies of manipu-
lating elections, facilitating genocides
and censoringthe voicesof historically
oppressed communities. As Lawrence
Lessigwarned us, inour celebration of

cyberspace asachieving ‘liberty from
the government” we overlooked the
impact of code as the hidden regula-
tor of thetermsof our online liberty.

The changing nature of these
online spacesand the ever-expanding
number of services offered by social
media has made governments enact
stricter, more interventionist liability
regimes for these platforms, often
trampling upon the right to freedom
of speech and expression. Indiais no
exception.

In this article, we explore, first,
the domestic interventions India has
opted for in regulating social media;
second, global, multilateral efforts
undertaken by both state and non-state
actors and third, highlight key ques-
tionsontheapplicability of global gov-
ernance mechanisms to regulate free
speech on social media for the Indian
context. Regulating social mediaisa
continuous battle between competing
values — preserving and restricting
speech that harms public order. The
heterogeneity —social, economic and
linguistic —of India’s vast population
could mean that India’s regulatory



manoeuvres have the potential to
shape free speech norms vis-a-vis
social mediagovernance globally.

|ndia regulates social media under
the broad regulatory ambit of interme-
diary liability. The term intermediary
is defined under the Information
Technology (IT) Act, 2000 as ‘with
respect to any particular electronic
records, [...] any personwho on behalf
of another person receives, stores or
transmits that record or provides any
service with respect to that record’.
Thisbroad definitiontherefore encom-
passes social mediawithinitsambit.

One of the most critical aspects
of regulating social mediaisthe issue
of regulating user-generated content,
and navigating the liability regime for
supposedly unlawful acts of users
online.Article 19, initsreport ‘Internet
Intermediaries: Dilemmaof Liability’,
identifies three legal models of regu-
lating the liability of intermediaries
for content posted by its users. In the
spectrum of holding intermediaries
liable for third-party content — strict
liability model (followed in Chinaand
Thailand) and broad immunity model
(followed in USA under the Commu-
nications Decency Act) occupy the
two ends, while safe harbour falls
somewhere in the middle, though the
exactcontours of the model vary across
jurisdictions.

India hastraditionally followed
the safe harbour model of liability. As
provided forin Section 79 of the Infor-
mation Technology Act, an intermedi-
ary would be granted a ‘safe harbour’
fromthe liability accrued due to third
party content provided they follow cer-
tain legal obligations. While thissystem
has not been perfect, the draftamend-
ments introduced to the existing rules
seemto overhaul the structural norms
of the liability model. Specifically,
Rule 3(9) of the draft amendments
introduced in December 2018 require

intermediariesto deploy ‘technology
based automated tools’ to filter out
‘unlawful’ content. At firstglance, this
obligationseemsto runintothe consti-
tutional ‘void for vagueness’ doctrine
where the usage of ambiguous and
broad termsthrows up questions of the
constitutionality of the provision.

Additionally, the rule ignores
views that criticize the use of auto-
matedtoolstofilter speech. YouTube’s
Content ID, for instance, is a classic
example of the faults of automated
content detection methods. Content
ID isanautomated tool used for detec-
tionof contentonthe platformviolating
copyright, and despite the staggering
amount of investment behind its
development, continuestoyield false
positives, and has proven to be not
infallible.

E)r every postunder scrutiny, numer-
ous nuances and contextual cues act
asmitigating factors, none of which, at
this point, would be understandable by
amachine. Further due tothealgorith-
mic ‘black box’, no decision made by
automated filtering tools can fully be
explained to human beings, even to
the developer that trained the algo-
rithm. This has crucial ramifications
for due process and accountability if
adecision needed to be scrutinized in
acourtof law.

Perhaps most importantly, this
obligation leaves it up to the social
mediaplatformtoarbitrate what com-
prises ‘unlawful’ speech, a decision
that should be taken by a legitimate
lawmaking body. In India, with its
diversity of cultures and languages,
whatcomprises unlawful speechwould
vary and require contextual analysis.
It is impossible to expect such judg-
ment from social media companies
whose content moderation norms
have always been a-contextual and
agnostictothe socio-political realities
of the terrain where they operate in.

One of the core conceptions
of a liberal democracy is holding
elected institutions accountable for
the enforcement of our constitutional
rights, including our right to life and
right to free expression. If India’s
political institutions are shirking this
duty in favour of corporations, then
that leaves the common citizen with-
out any recourse should they believe
their fundamental rights of expression
areviolated online. Thisdevelopment
isalarming.

A part from this, section 69A of the
ITActanditsallied rulesalso provide
the regulators analternate framework
to effectuate content takedown. The
procedures under this framework are
required to be carried under a strict
confidentiality clause, asmandated by
the law. As a result, this framework
has traditionally allowed the Indian
governmentto carry out censorshipin
acompletely opague manner, and cir-
cumventanswering Rightto Informa-
tion (RTI) requeststime and again.

An oft-overlooked aspect of
regulating social mediais the issue of
holding them accountable for their
actions, whichmay notbe unlawful, but
nevertheless limits the public partici-
pation of the users. As the decision of
the US Supreme CourtinPackingham
v North Carolinastates, participation
in social media was equivalent to
‘speakingand listening inthe modern
publicsquare’, and the same was pro-
tected under the First Amendment
rights.

A similar legal question is cur-
rently being discussed in Indiawhere
the suspension of Supreme Courtadvo-
cate Sanjay Hegde’s Twitter account
and his subsequent litigation against
Twitter has raised several important
guestions. One is, of course, regard-
ing Twitter’sarbitrary enforcement of
its internal moderation norms, where
perfectly legal speech (like the content
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shared by Hegde) is censored while
troves of hateful narrative remain
online. Thesecond, and possibly more
important, question is the creation of
anenforceable constitutional remedy
ofthe fundamental right of free expres-
sionagainstsocial mediaplatforms.

Why is thisimportant? We have
to remember that traditionally, the
government’sroleinregulating speech
is limited to the extent that speech is
clearly violating a legal framework
while ensuringthatany restrictionson
speechdo notviolate the fundamental
right to free expression. This is a
negative obligation on the part of the
government—tonotviolate our rights.
However, should legal jurisprudence
develop to an extent where certain
acts of social media companies are
subsumed within the constitutional
framework, our fundamental rights
may cast a different duty upon the
government to regulate these private
actorsonour behalf—thereby placing
a positive obligation. Getting around
this constitutional juggernaut will be
critical for effective social media
regulationin India.

Whi lemultilateral discussionscover-
ing the regulation of social media are
new territory for India, itisbecoming
afixture of political discourse in other
parts of the world. Of late, several
countries have begun seriously dis-
cussing whether the time has come to
regulate and constrain the growing
clout of social media companies like
Facebook and Twitter. Some of these
discussions cover issues related to pri-
vacy and copyright, particularly inthe
European Union where some tech
companies have been sanctioned for
violating EU laws. Other such discus-
sions have been prompted by events,
most notably the heinous Christchurch
terrorist attack that was telecast live
on Facebook. This senseless attack
precipitated an eponymous global ini-
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tiative to curb the deleterious impacts
of social media platforms — Christ-
church Call to Eliminate Terroristand
Violent Extremist Content Online.

The Christchurch Call outlines
‘collective, voluntary commitments’
from both governments and internet
service providers to reduce violent
extremistand terrorist content online
and, more broadly, to prevent the inter-
net from being used for such nihilistic
purposes. Throughthe call, eight tech
giants, including Facebook and Twit-
ter, the European Commission and
48 countries, including India, signed
avoluntary call to remove the ability
of social media platforms from being
used for extremist purposes. The
Christchurch pledge includes three
specific commitments for govern-
ments, online service providers and
for both combined.

Specifically, the callimpelsgov-
ernments that have committed, to act
by promoting social cohesion that
resists and eradicates hate, enforce
laws to prohibit the production of
violent content online, encourage
media organizations to behave ethi-
cally online and tighten domestic
standards that heighten reporting of
such malevolent acts. Yet, a bugbear
of the initiative has been its innate
conflicts with freedom of speech res-
trictions, which has prevented some
countries, notably the United States,
from supporting itdespite Washington
issuingsupportoverthespiritofthecall.

-l-he Christchurch Call aside, tech
companies have banded together to
combat the use of their platforms for
nefarious purposes. Twitter, Facebook
and Microsoft announced the forma-
tion of the Global Internet Forum to
Counter Terrorism (GIFCT) todisrupt
terrorists and extremists from exploit-
ing their servicesto promote terrorism,
disseminate extremist propagandaand
glorifyviolence. The GIFCT functions

asaprivate initiative between itsmem-
bers to address the adverse public
effects of their platforms, largely done
through information and knowledge
sharing, technical collaboration and
shared research that could blunt that
ability of terrorists from abusing
digital platforms. What is patently
unclear, even now, is how the GIFCT
interacts with public authorities as it
works to fulfil itsmandate; moreover,
concernsowingtotransparency linger
particularly as these firms tout infor-
mationsharing asakey priority under
GIFCT.

It also remains to be seen how
the GIFCT will collaborate to reduce
online extremistcontentwithouteffec-
tively balancing the need of its users
who will seek to express themselves
freely on their platforms; GIFCT
members that now include YouTube,
Pinterest, Dropbox,Amazon, Linkedin
and WhatsApp, also have the right to
resist governmental calls to remove
online content from their platforms.
Self-governance exhibited by tech
firms through GIFCT appearstobe a
promising development but one that
hastowork inconcertwith other more
stringent public efforts to root out
online extremism.

E uropean institutions and countries
have been spearheading the global
efforttocleanse social mediaplatforms
of hateful content. In March 2000, the
European Commission established
the European Internet Forum (EIF) to
generate greater awareness among
European Parliament MEPs on the
guestionofinternetgovernanceand how
the internet could impact European
countriesbroadly. The EIF hasevolved
asaforumto help European parliamen-
tary representatives respond to the
social and economiceffects ofthe ‘digi-
tal transformation’ sweeping Europe;
the forum has since become a serious
advocate for international cooperation



to contain the “viral spread’ of terror-
istandviolentextremistcontentonline.
The needto facilitate this objec-
tive also featured prominently during
France’s 2019 G-7 presidency where
discussionsraised the issue of extrem-
istonline contentand the responsibili-
ties platforms like Facebook had to
eliminate it. French President Macron
initially hoped to get social media
companies to sign a ‘Charter for an
Open, Free, and Safe Internet’ that
aimedtoforgea ‘collective movement’
to ensure the internet remains a safe
positive space forall. Frenchinitiative,
however, was scuppered by the Trump
administration that pressured their
social mediacompaniestodemur.

Besides these focused initiatives,
other intergovernmental organizations
have joined the fray offering propos-
als and ideas to coordinate and regu-
late social media governance across
borders. In2018, the UN issued itsfirst
reportonthe regulation of online con-
tent which examined the role of both
states and social media companies in
ensuringan ‘enableenvironment’ exists
for the expression of information and
ideas. Going further, the report urged
statesto reconsider speech-based res-
trictions and, instead, adopt targeted
regulationthat helps publics make edu-
cated choices ononline engagement.

Recently, UNESCOalso issued
areport calling for the modernization
of electoral frameworks that could
contain the spread of disinformation
and ‘fake news’ onvarious platforms.
These diffuse efforts, though some-
what ineffective, are gradually raising
more awareness regarding whether
the UN or OECD should lead efforts
todeviseclearrules, throughan inter-
national convention or binding stand-
ards that point the way for countries to
regulate their social mediacompanies.

The growing landscape of actors
and governance approachesto reduce

hateful and violent online contentalso
includes two multi-stakeholder net-
works—The Internetand Jurisdiction
Policy Network and the Freedom
Online Coalition (FOC) Advocacy net-
work. The FOC consists of 31 mem-
ber states that have committed to
support internet freedom and protect
fundamental humanrights or freedom
of expression, association, assembly
and privacy when online. FOC’s 31
member stateswork toachieve internet
freedom by aligning diplomatic efforts
andpolicies, sharing informationand
raising concerns when freedom is
abridgedonline.

In terms of work, the FOC also
partnerswith civil society and the pri-
vate sector through working groupsto
advance interest freedom and digital
rights. Compared to other groups, the
FOC as a clear and avowed political
mission—to keepthe internetopenand
democratic for all individuals just as
repression on the internet appears to
be rising. Finally, the Internet and
Jurisdiction Policy Network functions
more asan arbiter, workingto resolve
conflictsthat surface when the effects
oftheinternetcrossjurisdictions. The
network’s role and responsibilities
embody the multi-stakeholder nature
of the internetand internetgovernance
that cutsacross multiplesilosand juris-
diction informing the public of the
riskstiedtodealing with internet prob-
lemsnarrowly.

The above discussion elicits two
important questions that trouble the
application oftraditional global govern-
ance mechanismsto regulating social
media. First, itis clear that the appro-
priate regulation of free speech online
canonly bedevised and implemented
inconjunctionwith private actors. The
proliferation of multilateral bodies
consisting of private actors, along with
the growing jurisprudence of holding
social media platforms accountable

for discharging a “‘public function’
seemsto supportthat observation. Pri-
vate sector actors are not new to dis-
charging public functions, of course.
Microsoft, forexample, along with the
French government championed the
Paris Call for Trust and Security in
Cyberspace. Whilesome scholarslike
Duncan Hollisargue that this sort of a
public-private partnership is vital to
effective global governance, questions
remainaboutthe public values at stake
when a private company creates the
normsthatregulate them.

Further, arrivingatabalance between
two core competing values of free
speechand public order should notbe
lefttoahandful of firms, largely based
in the Bay Area. Private sector com-
panies do not have the resources to
frame regulations in a manner that
render themselves scrutable to differ-
ing constitutional standardsacross the
globe. Therefore, the only solution is
for governmentsto devise regulations
themselves while adopting an open
consultative processto understand the
concerns and needs of social media
companies. Afterthe Intermediary Lia-
bility Guidelines were released in late
2018, the Indiangovernmentdid make
itapointto putoutarequestforpublic
consultation. Till the revised draft is
made public, however, we will not
know the extent to which the concerns
put forth by social media companies
were taken note of by the government.

Second, a daunting challenge
for global governance in this arena is
that one-size-fits-all strategies rarely
work. Cultural contexts and constitu-
tional protections of free speech differ
acrosstheworld. Theimpactofonline
speech playsout differently inthe Glo-
bal South with its unique social clea-
vages. In 2017-18, there were fifty-six
cases of lynchings of alleged child
abductorsin India, catalysed by videos
spread through encrypted private mes-
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saging platform WhatsApp. On the
other hand, concerns in the United
States or UK have centred around the
spread of misinformation or hate
speechonplatforms like Facebook or
Twitter —as was laid bare in the after-
math of the Cambridge Analytica
scandal.

One of the best-known gambits
to combat fake news by Indian Police
Service (IPS) officer RemaRajeswari
utilized folk songsandballadstospread
awareness on misinformationinrural
areas in Telangana. This method was
customized and designed for govern-
ing misinformation at the grassroots
levelinavery specific context. Despite
the noble intentions of global govern-
ance efforts like the Christchurch Call
or the rigorous work of the Freedom
Online Coalition, their impact on
domesticregulationswill likely be lim-
ited. The high-level regulatory guide-
linesand commitmentto principlesis
dependent onhowthese principlesare
shaped and implemented across the
world—something that depends onthe
action of the federal, and aswe saw in
Telanganadistrictadministrations.

Thisheterogeneity differentiates
global governance on social media
from other topics discussed in this
issue such as 5G, data or autonomous
weapons systems. Those are trans-
national problems that require well
defined, robust and implementable
transnational solutions. There is no
transnational solution for governing
free speech onsocial media. Any solu-
tion necessarily needs to be bottom-up
and context-specific, and social media
companies need to comply with the
sovereignwritofany jurisdiction they
areoperatingin.

Global governancearrangements
can help by encouraging countriesand
social mediacompaniestooutlinetheir
commitments, share best practicesand
facilitate dialogue. Regulatory success,
however, dependson local efforts—in
Indiaasanywhereintheworld.
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India and the global battle for
data governance

ARINDRAJIT BASU and KARTHIK NACHIAPPAN

OFTEN touted as the new oil or elec-
tricity, dataisplayingakeyroleinshap-
ing the political, economic and social
trajectory of countries. Insightsdriven
through analytics derived from the
volume, velocity and variety of big
data fuel industry, government and
communication in many ways. The
governance of data and its free-flow
across territorial borders, however,
continues to be a sticking point at
global fora, with countries looking to
unlockeconomicgainsfromregulatory
efforts both domestically and globally.

Broadly speaking, the debate
hingesonanideological splitbetween
two coalitions. Onthe one hand, the US
and the developed world are seeking
tomaintainthe free flow of dataacross
borders with minimal government
intervention. On the other hand,
emergingeconomiesledbythe BRICS
countriesare focusing increasingly on

‘data sovereignty’ or the sovereign
right of all countries to regulate data,
as they see fit, without external inter-
ference. Galvanizingthisdiscourse is
the cry of ‘datacolonialism’ orthe idea
that foreign technology firms (based
largely the US) are reaping profits
from the data generated by citizens
fromthe Global South, datathat should
instead be used forimproving welfare
andpublicservice deliveryand further-
ingeconomic development.

Through domestic regulatory
efforts and outlining international
positions, India has indicated adesire
to take on a leadership role vis-a-vis
global data governance. This article
first frames the key global debates on
datagovernance. Next, itanalysesthe
politics and policy behind India’s
domestic efforts to regulate data and
gauges how India can shape global
debates by leveraging both its econo-
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mic and demographic capacities and
burgeoningdomestic policy ecosystem.

Cross-border data flows are essen-
tial tothe growth of digital economies.
Whilestates like Indialook to advance
digitization trends, they also seek to
protecttheirdigital industriesand firms
through new data rules, issues that
have increasingly acquired strategic
importance. These regulatory pro-
cesses, however, have notgone unchal-
lenged. Theyare increasingly shaped,
influenced and strained by global rules
ondata, notably free trade agreements,
but also through other global rule-
making platforms like the G-20 and
specific laws certain powerful market
powers, like the US, pass which are
then used to influence domestic regu-
latory efforts covering data. In the
section below, we look at the different
global governance efforts that influ-
ence data rules across the world.

Topreventthe domestic regula-
tion of data from stymieing cross bor-
der trade and economic innovation,
certaininternational organizations, like
the World Trade Organization (WTO),
have beenrelying onfree trade agree-
ments. For the past decade, trade
agreements have entered discussions
on data; ironically, trade agreements
have renewed the WTO’s focus to
look at issues not saturated by conflict
as has been the case since the latter’s
failureat Doha largely due to develop-
mental issues. Besidesthe WTO, digi-
tal trade and data discussions have
becomeanintegral part of negotiations
driving different types of free trade
agreements, including some mega-
regional trade agreements like the
Trans-Pacific Partnership (TPP) and
the Transatlantic Trade and Invest-
ment Partnership (TTIP).

Most WTO agreements cover-
ing issues like goods and services are
theresultofthe Uruguay Round Trade
Agreement in 1994; but these rules
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and those that followed under the
WTO’s remit did not keep pace with
the rise of the internet which has,
since then, revolutionized economic
activity. Despite claims that WTO
principles, like the Most-Favoured
Nation and National Treatment, and
existing mechanisms, like dispute
procedures, subsidies and trade facili-
tation, were adequate for this trans-
cendent cyber shift, it was clear that
more specific rules and provisions
were necessary to adjudicate, for ins-
tance, whether certain digital activi-
ties, likeappsorrelated online activities,
werea ‘good’ ora ‘service’.

Classification proves critical
given existing rules, like the General
Agreement on Trade in Services
(GATYS) that govern that particular
activity. For instance, slotting online
platforms and services under the
GATS will require compliance with
the core National Treatment provision.
Thiswill diminishnational control over
digital industries since countries will
haveto provide equal accessto foreign
services suppliers, treating them like
domestic firms which will likely be
resisted giventhe growing importance
ofdigital trade and the internet to eco-
nomic growth.

Broadly, the consideration of digital
trade, even data, has lagged at the
WTO given the organization’s pro-
nounced inability to use existing rules
like GATStosortoutissues pertaining
to online commerce despite the crea-
tion of the WTO Work Programme on
E-Commerce. The patentinadequacy
of the WTO to multilaterally resolve
guestionssurrounding dataand digital
trade have compelled countries to pass
measures under the guise of ‘localiza-
tion’ (forced storage or processing
of data within national borders) that
inhibitdigital trade.
Theselocalizationrulesgenerally
favour domestic over foreign firms

giventhe nature of obligations, parti-
cularlywhen itcomesto data, that for-
eign firms must follow. ThoughWTO
rules can discuss and resolve these
matters under the rubric of digital
trade, including data, the desire to
move along these lines has not been
forthcoming given long-standing poli-
tical difficulties and little appetite
fromkey countries likethe USand EU.
With the Doha round largely on life
support, multilateral rule-making on
digital issues has shifted from the
WTO to other avenues — bilateral,
regional and plurilateral.

Key economic powers like the
European Unionandthe United States
are now using trade agreements and
domesticrulesto exportdigital stand-
ards, some covering data protection
and flows, to ensure their companies
have sufficientaccessacross markets
and sufficient exemptions from local
digital rules. The United States has
been prolific at using the Free Trade
Agreement (FTA) route to enact its
‘digital agenda’; in fact, the US has
reached free trade agreements with
several countries that include WTO-
plus provisions vis-a-visdigital trade,
regulating issues like e-commerce,
cross-border supply of services, pro-
tection of intellectual property rights
and cooperationon ICTs.

Unlike the US, the EU has
movedgingerly onusing FTA’sto man-
age digital trade issues, particularly
data. The EU has sought robust com-
mitments from its FTA partners like
Canada, on data, expectingthose keen
to trade with the EU to internalize
robust international standards on data
protection. Besides bilateral FTAS,
there has been a clear impetus to
cover digital issues and data under
mega-regional trade agreements —
Transatlantic Trade and Investment
Partnership (TTIP) between the EU
andthe US and the Trans-Pacific Part-



nership (TPP) between US and 11
Asia-Pacific countries. The TPP,
which the US withdrew from after
Trump’s election, explicitly barred
the use of data localization require-
ments while TTIP’s discussions on
data have been constrained by the
EU’s GDPR, which has a strong data
protection standard.

Finally, the G-20, under Japan’s lead-
ership in 2019, entered global data
discussions to generate consensus
amongst countries that have different
positionsand stakes on how countries
should draftand manage data policies
such that it does not hinder trade and
investment. Atthe G-20, Japanese PM
Shinzo Abe formally declared the
launch of the ‘Osakatrack’ asa frame-
work that advances the cause of cross-
border data flows with sufficient
protection. The core concept driving
the framework was ‘data free flow
withtrust’ that called foraset of inter-
national ruleswhichwould enable the
free movement of dataacross borders
embedded with provisionsthat protect
personal information, intellectual pro-
perty and cyber security. Abe’s initia-
tive struck a chord amongst most
countries present, especially the notion
that supporting the growth of digital
economies requires a reliable set of
rulesthat hinge ondata flows.
Though most countries, includ-
ing the US, endorsed Abe’s plan, the
initiative did not pass muster with
some vital Asian countries withboom-
ingdigital economies including India
who reserved judgment. Hurdles and
divisionsremain. The European Union
feared whether the US and Japan
were going to sacrifice privacy consi-
derationsatthealtar of digital innova-
tion while China, Russia and India
demurred for other reasons. G-20 is
notlikelytofindcommongroundonthe
issue of data flows. This fragmented
global data landscape compels us to

map what key actors like India are
doing onthe domestic policy front, as
domestic developments are increas-
ingly likely to shape the global regula-
tory agenda.

-l-he past couple of years have seen
the release of anumber of policy inter-
ventionson datagovernance by various
government ministries and depart-
ments in India. While connected by
the common “datasovereignty’ vision
or using data for pursuing economic
developmentand empowering vulner-
able communities, there are several
inconsistenciesand loopholesinthese
policies.

The first major policy move on
data localization started with a notifi-
cation from the Reserve Bank of
India in April 2018 compelling the
storage and processing of all payments
datainIndia. WhatsApp, Google Pay
and Mastercard, along with anumber
of foreign companies are prioritizing
compliancewiththisdirectivetoretain
their position in India’s burgeoning
payments sector. The RBI directive
was followed by several notifications
mandating various forms of data loca-
lization across a variety of sectors
including health care, e-commerce, and
insurance.

The most sweeping of these was
a draft of the August 2018 Personal
DataProtection Bill. The draftbill con-
tained a mirroring provision, which
mandated that a copy of all personal
data be stored in India. It also con-
tained aprovisionrestricting cross bor-
der transfers for all data that the
government notified as “critical per-
sonal data’.

Whilethe SrikrishnaCommittee,
whichauthored the draftbill, specified
a number of reasons justifying this
measure in its accompanying report,
two in particular stood out. First is
the long-winded process that Indian
law enforcement agencies must go

throughtoaccessdatastoredinthe US.
Indian law enforcement authorities
have recognized this gap as a major
fetter to running criminal investiga-
tions. Second, data localization could
enable Indian companies that want to
use data driven decision making tools
toaccessand use data for their econo-
mic benefit.

Unsurprisingly, large Indiantechno-
logy companies—Reliance, Paytmand
PhonePe — already have data centres
in India or can pay for their data to be
storedinalocal datacentre. Large Chi-
nese companies—Alibabaand Xilinx—
havealsotaken pro-localization stances
possibly because they too have data
centressetupin India.

Butthis move toward data locali-
zationwas vocally opposed by several
US tech companies who abhorred the
move. Facebook Public Policy Vice
President Nick Clegg and Google
CEO Sundar Pichai, along with lobby-
ing groups such as the US-India Stra-
tegic Partnership Forum (USISPF),
US-India Business Council (USIBC)
and National Association of Software
and Service Companies (NASSCOM)
made several trips to New Delhi to
bring home that message.

The industry-driven lobbying
worked intandemwiththe US govern-
ment, as data localization became an
increasingly vital part of theagendain
bilateral trade talks. Infact, Secretary
of State Mike Pompeo reportedly con-
templated limiting the number of
H1B visas granted to Indian citizens
ifthe localization provisions were not
relaxed. President Trump himself
made a public statement explicitly
denouncing data localization at the
G20 Osaka Summit. However, lobby-
ing by the US and westerngovernment
officialsandthetech industry appears
to have worked. When IT Minister
Ravi Shankar Prasad introduced a
revised version of the bill in Decem-
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ber 2019, the mirroring provisionwas
gone.

In its new form, the bill only
requires the storage of “sensitive per-
sonal data’ in Indian territory, a subset
ofwhatwas required under the mirror-
ing provision. Sensitive personal data
can be transferred abroad for process-
ing if certain conditions are fulfilled.
First, explicitconsentmust be obtained
from the data user (called “data princi-
pal’). Second, the transfer must be in
pursuance of acontractoranintra-group
schemethat safeguards user rightsand
plants liability onthe data processor.

Asan alternative, ‘sensitive personal
data’ may be transferred abroad on
a case-by-case basis if the data is
accorded equivalent protection in
that jurisdiction. Further, Indian law
enforcement authorities must be
granted access to the data if they need
it for conducting criminal investiga-
tions. Like the previous version of
the bill, the Indiangovernmentretains
the power to notify any data as “criti-
cal personal data’, whichmustbe stored
and processed only in India.

Enabling the use of non-personal
datafor publicservice delivery meshes
with India’s policy objective of data for
development. However, these efforts
areoftenincoherent. Forexample, the
Data Protection Bill defines non-
personal dataunhelpfully as “anything
thatisnot personal data’, while provid-
ing the governmentthe rightto access
both non-personal data and ‘anony-
mized personal data’ whenitdeemsfit,
although these two categories should
be treated differently.

Further, various government
entities follow varying conceptions
of non-personal data. The drafte-com-
merce policy released in March 2019
by the Department for Promotion of
Industry and Internal Trade (DPIIT)
under the Ministry of Commerce
(MOC) looks at non-personal dataand
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anonymized personal dataas ‘commu-
nity data’, seemingly indicating that
all Indians should benefit from data
generated by each other. Chapter 4 of
the Economic Survey of 2019 released
by the Finance Ministry states that
any data held by the governmentshould
be utilized for the ‘publicgood’ while
strangely allowing private actors to
bid for this data and use it for data-
drivendecision making.

A committee set up by the Min-
istry of Electronics and Information
Technology (MEITY) wasestablished
to clarify the governance of ‘non-
personal data’ buttheir reportisyetto
be released, thereby compounding the
policy uncertainty. Given the public
views of the members of this commit-
tee, itwill likely prioritize state sover-
eignty over corporate ownership or
individual controlwhenever the report
isfinally released.

| ndia has significantly ramped up its
engagement with global data debates
this past year. India’s positions have
been an extension of their domestic
policy ambitions, embracing ‘datasov-
ereignty’, countering ‘data colonial-
ism’ and retaining publicly generated
data to aid state power particularly
whenitcomestopublicservice delivery
andwelfare provision. Indiawill likely
push for global datarulesthatadvances
andshieldstherole of the state.

Atthe G20 Summitin Osaka last
year, India, alongside BRICS countries
underscored the critical role that data
playsinthe developmentofemerging
economies, and did not sign the Osaka
Declaration on Digital Economy that
was the trigger for the ‘Osaka Track’
discussions. Foreign Secretary Vijay
Gokhale reiterated that global rule-
making on data transfers must not
take place in plurilateral forums
outside the WTO as doing so would
reduce the say emerging economies
could have inshaping the debates.

Since then, however, India
appears to have softened its position
givenshifting interests. Forexample,
while India’s decisionto optout of the
Regional Comprehensive Economic
Partnership (RCEP) was driven by
reasons other than data localization,
disagreements on cross-border data
flows occupied centre stage. At the
Bangkok negotiation roundsin Octo-
ber 2019, India blocked both the
financial services agreement and the
e-commerce chapter because acqui-
escing to these rules would interfere
with its ‘essential security interestand
national interests.” However, withinten
days, reports indicated India moved
away from its initial hardline stance
and allowed the passage of the e-com-
merce chapterwithexceptions provided
for “‘essential security interests’ and
‘legitimate public policy objectives.’

Thisflexibility on datalocaliza-
tion was underscored through the
revised Personal Data Protection
Bill, discussed above, where the data
localization provision was diluted sig-
nificantly. It will be interesting to see
how Indiaapproachesthe data debate
in upcoming bilateral engagements,
most significantly as it negotiates a
Free Trade Agreement (FTA) withthe
European Union.

Ultimately, robust global engage-
ment on questions related to data will
be difficult in the absence of settled
domestic policy. The slew of incoher-
ent and seemingly schizophrenic
domestic policiesdiminishesthe value
of India’s ‘data sovereignty’ message
abroad. Abetter coordinated approach
that resolves conflicts and uncertainty
generated by piecemeal approaches
adopted by several ministries is the
need of the hour. International rules
that embody and advance data sover-
eignty cannoteschew or compromise
the individual sovereignty of Indian
citizens.



Playing the long game on
autonomous weapons

TRISHA RAY

THE term “killer robots’ is an oft-
invoked shorthand used to describe
AutonomousWeapons Systems (AWS),
systems capable of detecting, select-
ing and engaging targets without
human intervention.! However, this
term glosses over the fact that no
bright line separates the intelligent
technologies used by the military and
civiliansectors.

AWS governance must balance

the strong interests countries have in

1. This definition parses various characteris-
tics proposed by experts at the UN GGE on
LAWS, though there is currently no inter-
national legal definition of AWS. Further
characteristics, highlighted in the 2019 report,
include: self-adaption; predictability; explain-
ability; reliability; ability to be subject to

their potentially game-changing battle-
fieldapplications, theeconomicgrowth
potential of related Al technologies
for countries preparing for the Fourth
Industrial Revolution and questions
regarding the ethics of Al decision
making. As a result, AWS is a battle-
groundwhere national, economicand
ethical imperatives collide. India’s
stance onAWS at global forais, accor-
dingly,ambivalentby design, reflecting
the complex interaction of economic
considerations, national and regional
security implications and concerns
regarding democratic accountability.

intervention; ability to redefine or modify

objectives or goals or otherwise adapt to the
environment; and ability to self-initiate.
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Thisarticle will lay out the state
of play on the global governance of
AWS and highlight three defining
characteristics of India’s position on
AWS which are driven by a need to
first, meet its national security needs;
second, balance regulation with Al-
enabled growth; and third, meet its
obligationsasademocratically account-
able government. Inthe context of the
economic growth imperative, conflict
amongst international stakeholderson
the definition of AWS, and thereby the
technologies that would come under
stricter regulation, willalso be explored.

Global governance of autonomous
weapons falls under the purview of
the UN Conference on Disarmament
(CD). From 2014 to 2016, discus-
sions were held at the CD’s Informal
Meetings of Experts that laid out the
groundwork onareas of consideration
including the importance of humani-
tarian law, responsibility, accountabi-
lityand proliferationrisk. Since 2017,
discussions have been held at the
Group of Governmental Experts on
Lethal Autonomous Weapon Systems
(GGEonLAWS).

The GGE has agreed upon
seven broad principles. First, human
accountability cannotbetransferred to
machines; machinesand humanbeings
cannot be treated the same way under
law. Second, humans are accountable
atall stagesofthe development, deploy-
ment and use of LAWS. Third, inter-
national humanitarian law (IHL) is
applicabletothe development, deploy-
mentand use of all emerging weapons
systems. As stated in Article 36, Pro-
tocol 1 of the Geneva Convention,
statesare liable based on their obliga-
tionsunder international law, including
IHL, to determine whether all emerg-
ing weapons systems are in compli-
ance. Fourth, states are responsible
for the physical and non-physical
safeguards for LAWS. States must
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take measures to secure weapons
systems against theft, damage and
cyber attacks by other state and non-
state actors.

Fifth, policy measuresunder the
aegis of the United Nations Conven-
tionon Certain Conventional Weapons
(CCW) should not hamper peaceful
use of emerging technologies. Sixth,
human-machine interaction atvarious
stages of development, deployment
and use of AWS should ensure adher-
ence to IHL. Seventh, states are free
to conductindependent legal reviews
of AWS and allied technologies and
areencouraged to share best practices.

Generally, country positionson
AWSfallalongaspectrum: from coun-
triescallingforacomplete ban; tothose
who claimthatany regulation beyond
existing limitations setby international
law is unnecessary or infeasible; and
finally, others who propose regulated
development of AWS. For the sake of
brevity, this paper labels these groups
the absolutists, the laissez faire-ists
andthe regulators respectively.

-l-he absolutists demand a complete
ban on the development and use of
fully autonomous weapons systems.
The African Group called for amora-
torium onthe developmentand manu-
facture of all AWS until a complete
ban is in place. The absolutists have
distinct priorities driving their posi-
tions. For some like Pakistan—which
in 2013 becamethefirstcountrytocall
foraban—the primary concernisthat
developing countries without access
to such technologies will be dispro-
portionately harmed. For others, like
Zimbabwe and Chile, the delegation of
life and death decisions to a machine
isunacceptable and inhumane.
Mexico believes that fully auto-
nomous systems cannot, by definition,
meet the standards of accountability
and responsibility set by the Geneva
Conventions. Morocco voiced con-

cernsaboutthestart of anew high-tech
globalarmsrace thatwould undermine
non-proliferation and disarmament.
As of October 2019, the Campaign to
Stop Killer Robots lists 30 countries
that have called for a prohibition on
fully autonomous weapons.

-l-he laissez faire brigade, consisting
of twelve states including the UK,
Australia, Israel, South Korea, Russia
andthe United States, oppose aninter-
national treaty on AWS. Russia and
the US have both asserted that AWS
will be less prone to error than sys-
tems with human operators hence
reducing collateral damage and harm
to friendly forces. A report from the
NGO, Reaching Critical Will, on the
August 2018 GGE meeting, noted
that the US and Russia questioned
whether IHL could apply to AWS at
all, markingareversal ondeclarations
made by both countries during previ-
ous expert meetings.

Australiaand the UK consider a
sweeping prohibition of AWS, at this
stage, premature. British officials state
that, according to their own para-
meters, no existing weapons system
gualifiesasautonomous.

The regulators occupy the mid-
dle ground: many advocate for a new
instrument, legally binding or other-
wise, under the aegis of the CCW that
establishes parameters such as mean-
ingful human control and accountabi-
lity. Austria, Brazil and Chile made a
joint submission to the August 2018
session of the UN GGE proposing the
negotiation ofalegally binding instru-
ment on ‘meaningful human control
over critical functions in lethal auto-
nomousweaponssystems.” China, too,
appears to fall in the regulator cate-
gory, although its declared position is
equivocal, at best.

While the Campaign to Stop
Killer Robotsincludes Chinainthe list
of countries calling foraban, itcomes



with an asterisk — stating that China
opposes the use but not the develop-
ment of AWS. China’s official posi-
tion paper at the April 2018 GGE
simply callsfora *‘uniformstandard’ on
national reviews on the development
and deployment of AWS. Elsa Kania,
aprominent Chinaanalyst, noted ‘Chi-
na’sapparentdiplomatic commitment
to limit the use of “fully autonomous
lethal weapons systems” isunlikely to
stop Beijing frombuildingitsown.’

India has been an active participant
inthe UNCD processon LAWS since
its inception. India’s Ambassador to
the Conference on Disarmament,
Amandeep Singh Gill, led the first
UN GGE till 2018. On AWS, India
functionsasaregulator, takingameas-
ured approach when it comes to gov-
erning AWS. India’s submissions to
the Meeting of Experts and the GGE
are sparse in detail but have a couple
of key attributes. First, Indiaprefersan
emphasis on light touch regulation.
India’s statements at the CCW have
consistently cautioned against ‘pre-
mature, unnecessary’ prohibitionsand
emphasizedthatrelated technologies
should not be ‘stigmatized’. In other
words, stringent prohibitionson AWS-
related technologies could jeopardize
innovation.

Second is a cognizance of geo-
political and technological inequi-
ties. India’s stance on the applicability
of international law on AWS develop-
mentand use is nuanced; it highlights
the importance of accountability and
transparency, as well asthe principles
of proportionality, necessity and dis-
tinction. Atthe sametime, regulations
should notexacerbate existing techno-
logical gaps between countries. This
latter belief has been a mainstay of
India’s stance on international gov-
ernance oftechnologies, asepitomized
by earlier positions on nuclear wea-
pons: Indianforeign policy emphasizes

‘global, verifiable and non-discrimi-
natory nuclear disarmament’ duetoa
wariness of international regimes that
limititsownability tosecure itself.
Thetwodefining characteristics
of India’s stance on AWS - light touch
regulation and acute awareness of
existing inequities — are a product of
the foreign policy imperative of
havingthe latitude todevelop technolo-
giesthat may provide strategic advan-
tages. This section posits that India’s
position as a ‘regulator’ on AWS is a
product of, first, the exigencies of its
security environment; and second, con-
sideration of the effect such a ban
would have on the development of
India’sfledgling Al industry.

India’s grand strategy consists of
three “‘concentric circles’: the imme-
diate neighbourhood, the extended
neighbourhood and the global stage.?
India’s conception of its security envi-
ronmentissimilarly aninterplay—man-
age relations with neighbours, create
astable regional security environment
and maintain internal stability, all of
whichaidinitsprojectionof itselfasa
military power. The 2018-19 Ministry
of Defence (MoD) Annual Report
mentionsthe following security issues:
terrorism, insurgency, maritime secu-
rity inthe Indian Oceanregionand land
border security.

There are, therefore, a number
of applications of Al in the Indian
defence context. In its June 2018
report, the MoD Taskforce on Al
made recommendations on applica-
tionsof Alinaviation, naval, land sys-
tems, cyber, nuclear, and biological
warfare. While the reportitselfwas not
made public, the following are poten-
tial uses for autonomous systems.®

Force multiplier and contested
borders: India’s Border Security Force

2. C. Rajamohan, ‘India and the Balance of
Power’, Foreign Affairs 85(4), 0015-7120,
1 July 2006.

(BSF) personnel endure extended
exposure to extreme terrain and are
under constant threat from unfriendly
forces attempting to infiltrate the
border. As a result, according to the
Ministry of Home Affairs, between
2001 and 2016, 529 BSF jawans com-
mitted suicide and 491 died in com-
bat. AWS can supplement human
capabilities, and improve work condi-
tions forsoldiersonthe ground thereby
improving the border force’s overall
effectiveness.

Reducing human costsinurbanthea-
tres of conflict: Violence in Kashmir
and Northeast Indiahasresulted in 525
civilian deathsbetween 2014 and 2019,
as reported by the Ministry of Home
Affairs.* Fewer boots on the ground
pairedwith continuedimprovementsin
Al-enabledsituational awareness can
greatly reduce civilian casualties and
harmto friendly forces.

Defence indepth through persis-
tent presence in the maritime domain:
India faces three sets of maritime
threats: the firstis sea-borne terrorism
as exemplified by the 2008 Mumbai
attacks; the second, is piracy along
importanttrade routes; and the third is
naval incursions by hostile states. AWS
can help maintain a persistent pre-
sence in areas that are difficult to
monitor due to risks arising from cli-
mate, vastor difficultterrain, or unex-
ploded ordnance.

The Defence Research and
Development Organization (DRDO)

3. Trisha Ray, ‘Beyond the Lethal in Lethal
Autonomous Weapons’, Observer Research
Foundation, 14 December 2018.

4. For Kashmir, the reporting period stops on
31 March 2019. https://www.mha.gov.in/
sites/default/files/AnnualReport_
English_01102019.pdf. Unofficial estimates
differ, with the Jammu Kashmir Coalition of
Civil Society putting the death toll at 160
civilians in 2018 alone, as opposed to the
MHA’s 37 deaths. http://jkccs.net/2018-dead-
liest-year-of-the-decade-jkccs-annual-human-
rights-review/
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and a handful of Indian public sector
undertakings (PSUs) are pursuing a
number of projects on autonomous
systems, including the Ghatak, a ‘self-
defending high-speed reconnaissance
UAV’, and unmanned combat aerial
vehicles (UCAVS) in partnership with
Israel Aerospace Industries.

Defence procurement has been
dominated by PSUs, partly because
procurement systems were skewed
in their favour.> However, the armed
forces have expressed their dissatis-
faction with the glacial pace of
DRDO’s projects. One army officer
told The Print, ‘There needs to be a
shorter incubation period. Many times,
the forces have demanded a certain
product, and by the time it comes out,
itismore or less outdated, technology-
wise.”® Acknowledging these con-
cerns, the MoD Al Task Force’s
report emphasizes the role of the pri-
vate sector, stating that innovative
Alapplications will emerge from pri-
vate firmsand start-ups. Accordingly,
to foster partnerships with start-ups
and MSMEs, the Government of
India launched the Defence India
Startup Challenge.

The Indian government, aware
ofthe need for home-grown solutions
to India’s security challenges, is fos-
tering research and development
of autonomous systems and other
Al-enabled military systems within
the publicand private sectors. Heavy-
handed regulation of AWS would
inhibit India’s ability to foster innova-

5. ‘India’s Gross Defence Budget May Reach
$112 bn by FY27 Clocking 11% CAGR:
ASSOCHAM-KPMG Report’, Assocham,
27 May 2018. https://www.assocham.org/
newsdetail.php?id=6838

6. Snehesh Alex Philip, ‘Army Wants DRDO
to Take in More of its Personnel on Deputa-
tion, Give Them More Access’, The Print,
18 October 2019. https://theprint.in/defence/
army-wants-drdo-take-more-personnel-
on-deputation-give-them-more-access/
307788/
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tive Al-enabled solutions for itschro-
nicsecurity challenges.

India’s emphasis on light touch
regulation and technological inequi-
ties at the UN GGE has an economic
dimension as well. As Ambassador
Amandeep Singh Gill said during an
interview with the author at CyFy
Africa in June 2019, ‘[India] is con-
scious not just of the security aspects
but also the development opportuni-
ties, the economic transformation
opportunities that are coming out of
these technologies.’’

By2025,theAI industry isprojected
to be valued at around $191 billion,
which has driven many countries to
draft national strategies that could
increase their slice of this pie. India
has done the same—the 2018 National
Strategy on Artificial Intelligence
highlightsthe transformative potential
of Al for society, from expanding
access to healthcare and finance, to
improved agricultural practices, to
easing the pressure ontransportinfras-
tructure.

One flaw with the UN GGE
process is the absence of a single,
meaningful definition of AWS that
could coalesce country views. The
Human Rights Watch definesAWS as
systems that are able to select and
engage targets, covering lower levels
ofautonomy, encapsulating functions
present in many unmanned systems
today. In contrast, the UK Ministry
of Defence defines these systems
as being ‘capable of understanding
higher level intentand direction.” The
UK MoD defines AWS as being fully

7. ‘#CyFyAfrica | In Conversation on
Encoded Lethality: The Effect of Autono-
mous Systems on National Security with
Trisha Ray, Junior Fellow, ORF with Ambas-
sador Amandeep Gill, UN Secretary Gene-
ral’sHigh Level Panel on Digital Cooperation’,
Facebook video, Observer Research Founda-
tion, 8June 2019. https://www.facebook.com/
ORFOnline/videos/332975220702468/

autonomous in that they require no
human oversightor control. Fully auto-
nomous systems with ‘higher intent’
presently existonly inscience fiction.
Inthe absence of clearly defined para-
meters for autonomy, AWS govern-
ance may cover a broad range of
technologies that constitute these
systems, including voice recognition,
natural language processing, compu-
tervisionandsensor fusion, all of which
have economic value beyond their
military applications.

Atthe March 2019 convening of the
UN GGE, the Indian delegation out-
lined the following five characteristics
of AWS. Autonomous: Independent
functioning till the terminal phase,
following activation, deployment or
launch. Situational awareness and
adaptability: Navigate autonomously,
track a target, and adapt function to
changes inenvironment. Target iden-
tification and differentiation: Diffe-
rentiate between friendly and opposing
forces. Decision-making: Ability of
a fully autonomous system to take
decisions on its own, as opposed to
pre-programmed actions as per a
given set of conditions. Learning:
AWS would possess complex self-
learning and adaptive capabilities.
Hence AWS can determine a course
ofactionwhen encountering an unfa-
miliar scenario.

This characterization would put
India’s endorsed definition closer to
that of the UK. Barring launch or
deployment, human control is absent
at all stages of AWS functioning and
the system would be able to learn and
adapt to its environment. When con-
sidering the growth potential of Al
technologies, this definition isanatu-
ral progression on the official Indian
positionthat AWS regulations should
notcurbinnovation.

While acknowledging the eco-
nomic growth potential and security



applications of Al, domestic support
for the development of autonomous
weapons is by no means unanimous.
Thus, whilea2019online poll by Ipsos
had India recording the most support
for fully autonomous weapons sys-
tems (50% of respondents) of the
surveyed countries, 37% opposed
AWS, with the primary concern being
accountability.®

Accountability iscentral toademo-
cracy like Indiaand autonomous wea-
pons epitomize the sharpestanxieties
regarding the government use of new
and emerging technologies for sup-
pression and control. For instance,
Home Minister Amit Shah stated
during hisspeechinthe Lok Sabhaon
11 March 2020 that authorities used
facial recognition software, inconjunc-
tionwithdriving licence and voter ID
databasesto identify protestors. India
hasalsoachieved the dubious distinc-
tion of leading the world on internet
shutdowns, with more than 350 shut-
downs between 2014 and 2019.°

Buriedin India’sstatementatthe
2014 Meeting of Expertson LAWS is
an important driver of India’s meas-
ured stance on AWS: ‘From India’s
points of view, we would like [...]
increased systemic controls on inter-
national armed conflict embedded in
international law inamanner that does
not [...] encourage the use of lethal
force to settle international disputes
justbecause itaffords the prospects of
lesser casualties to one side or that its
use can be insulated from the dictates
of public conscience.’

8. It is important to note that opposition to
AWS in India, as compared to a 2017 survey
by the same organization, hasgone up six per-
centage points.

9. Nikhil Rampal, ‘More Than 350 Internet
Shutdowns in India Since 2014’, India Today,
18 December 2019. https://www.indiatoday.
in/diu/story/more-than-350-internet-shut-
downs-in-india-since-2014-1629203-2019-
12-18

Forthe Indian state, stability, whether
one defines it in economic or hard
security terms, is indelibly linked
with the mandate of its people and the
legitimacy gained at the global stage
as a responsible actor. India’s active
participation and engagement with
the CCW AWS process ensures that
itwill help shape global rules that best
serve its interests as an aspiring glo-
bal power while retaining the trust of
itscitizens.
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India’s approach to global
export control regimes
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AFTER the end of the Second World
War, as nuclear and other new wea-
ponstechnologies beganto be coveted
by more states, western states that had
advanced knowledge of these tech-
nologies, scrambled to control their
spread. Dinshaw Mistry has described
the aim of multilateral export control
regimes as ‘technological contain-
ment’. Thisdescriptionis particularly
astute given the factthat inamajority
ofthe cases, the technological ‘haves’
were the developed countries and
access to these technologies was
being deniedto developing countries.

Therefore, the geo-political and
geo-economic dynamics driving the
export control regimes cannot be dis-
regarded. Infact, duringthe Cold War,
the dynamics of competition between
the western and Soviet power blocs
further hastened these efforts. Given
its destructive potential, nuclear wea-
pons technology figured at the top
of their efforts. While India, along
with other non-aligned states vocifer-
ously canvassed nuclear disarma-
ment, western states concentrated on
nuclear non-proliferationand shaping
a safeguards system. For restricting
the spread of other military technolo-
gies, they focused on harmonizing
national export laws. This article will
trace the evolution of the international
exportcontrol regimes andthe chang-
ing nature of India’s engagement with
these regimes.

These efforts materialized early
on as the western countries in 1950
instituted the Coordinating Committee
on Multilateral Export Controls
(COCOM). It aimed to restrict trans-
fers of military and dual-use goodsand
technologiesto countries whichwere
partofthe Sovietbloc. Itwas followed
by the formation of the ‘Ottawa Group’
in 1959, consisting of the United King-
dom, United States, Canada, South
Africa and Australia. This grouping
was primarily interested in assisting
the creation of anascent international
nuclear safeguards system.

Initially, India led the global
effortto create norms for nuclear non-
proliferation and disarmament. Prime
Minister Jawaharlal Nehru, as inde-
pendent India’s first Prime Minister,
External Affairs Minister and Minis-
ter of Atomic Energy, utilized every
available global forum to champion
nuclear disarmament. Yet, with the
emergence of discriminatory Nuclear
Non-Proliferation Treaty (NPT)
regime in 1968, New Delhi effectively
found itself against the emerging con-
sensus on non-proliferation. Its peace-
ful nuclear explosion (PNE) in May
1974 at Pokhran, Rajasthan, further
solidified thisexclusion, as itexpedited
the creation of the Nuclear Suppliers
Group (NSG) - the most dominant
of the current global export control
regime. The roots of the NSG can be
traced to the ‘Ottawa Group’ 0f 1959,



but both the International Atomic
Energy Agency (IAEA) Information
Circular539aswell asthe NSG docu-
mentation list out 1975 as the year of
establishment of the NSG, initially
knownasthe ‘London Club’.

Theaimofthe ‘London Club’ or
the NSG was to prevent the spread of
nuclear material and technology for
the development of nuclear weapons.
However, it became clear to the US
that for the group to be effective, ithad
to include western European nations
like France and Germany, which had
access to enrichment and reprocess-
ing and other critical technological
processes. In fact, France, which had
not signed the NPT, was included as
a member of the NSG. Moreover, as
Yogesh Joshi has pointed out, Indiatoo
was courted by the US in June 1977,
just three years after the 1974 PNE.
Thisshowsthe United States’ interest
in expanding NSG membershiptoall
countries with access to nuclear and
related technologies. The group con-
tinues to strike adelicate balance bet-
ween proliferation concerns which
were the US’s focus, and protection of
national and commercial interests of
European countries.

-l-oday, alongwiththe NSG, thereare
three other regimes which seek to
restrict proliferation, sale and transfer
of different weapons technologies
and their delivery systems. These
include the Missile Technology Con-
trol Regime (MTCR), the Wassenaar
Arrangement (WA) and the Australia
Group (AG). The principal focus of
the MTCR liesinthe domain of rocket
systems and unmanned air vehicles,
seekingto limitthe spread of missiles
and missile technology. The WAseeks
to restrict transfers of conventional
armsand dual-use goods and technolo-
gies, while control of chemical and bio-
logical weapons (CBW) is the domain
inwhichthe AG focuses. Insum, these

four groupings functionakinto ‘trade
cartels’ by controlling the supply of
materials, technology and ‘dual-use’
items intheir respective domains.
These regimes are informal
associations of countries sharing a
common interest and do not have the
sanctity ofaninternational treaty. They
operate on a consensus basis—giving
these regimes the needed authority to
interact and cooperate. Accordingly,
member states agree to voluntarily
implementthe national exportcontrols,
incompliance with these regimes.

-l-he MTCR was established in 1987
by the United States along with six
other founding members — the UK,
France, West Germany, Italy, Canada
and Japan. MTCR’s establishment
also saw the release of guidelinesand
annexe(s) listing technologies which
MTCR members could not export.
The regime focuses on ‘rockets and
unmanned aerial vehicles which are
capable of delivering a payload of at
least 500 kg to a range of at least 300
km and on equipment, software and
technology for such systems.’ Initially,
these restrictions were voluntary and
to be applied by members onan inde-
pendent basis, especially if the tech-
nology or item was to be used in a
nuclear weapons delivery system,
which was subsequently expanded to
coverall WMDs.

The initial MTCR membership
mainly covered the western coun-
tries; after the Cold War, however, it
expanded at a rapid pace. Currently,
the MTCR has 35 partner countriesand
three adherents—Estonia, Kazakhstan,
and Latvia.

The AG regime was established
in1985followingthe UN investigation
team’sdiscovery inApril 1984 thatIraq
had used chemical weapons in its
ongoing conflict with Iran, thereby
violating the 1925 Geneva Protocol.
Investigations revealed that Iran and

Irag had manufactured chemical wea-
pons by purchasing materials fromthe
chemical industry worldwide. To pre-
vent such behaviour, the AG regime
seeks to control the export of equip-
ment, materials, technology and soft-
ware that could contribute to CBW
activities. It maintains six common
control lists related to the chemical
weapon precursors, dual-use chemi-
cal manufacturing facilitiesand equip-
ment, dual-use biological equipment,
biological agentsand plantand animal
pathogens.

After the end of the Cold War in
1991, these regimes have expanded in
scope and coverage to accommodate
former Soviet bloc states and tackle
specific cases of proliferation like the
illicit network of Pakistani nuclear
scientist A.Q. Khan. In 1992, for ins-
tance, the NSG adopted the full scope
Warsaw Guidelines, which ensured
thatonly NPT membersand statesthat
had full-scope safeguards in force
could engage in nuclear trade with
NSG members. Similarly, after the
1991 Gulf War, the MTCR guide-
lines were updated in January 1993to
cover delivery systems for weapons of
mass destruction not just for nuclear
weapons delivery systems.

I n 1996, the Wassenaar Arrangement

wasborn, replacingthe COCOM. Just
like its predecessor, WA sought to
harmonize export control policiesand
implementation of national controls
related to the trade in strategic goods
and technologies related to comput-
ing, aviation, sensorsandthe telecom-
munications sector. It specifically
focused onrogue regimes and the ter-
rorist groups’ efforts to acquire these
technologies.

India remained outside these
regimes, but its unblemished non-
proliferation record signalled adher-
ence with the spirit of these regimes.
Ironically, whereas the Pokhran 1974
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PNE solidified the creation of the
NSG, the Pokhran 1998 nuclear tests
marked the beginning of efforts to
integrate India into the global export
control regimes.

The United States, which had
imposed sanctions following the 1998
tests, quickly reversed gearstoengage
India. In 1999, Indiaand the US com-
menced their dialogue on security, non-
proliferation, disarmamentand related
issues between Jaswant Singh (then
Deputy Chairman, Planning Commis-
sion and subsequently the External
Affairs Minister) and Strobe Talbott
(the Deputy Secretary of State), stret-
chingto 14 rounds. The Singh-Talbott
talks proved inconclusive as a key
part of the deal that India will sign
the Comprehensive Test Ban Treaty
fellthrough due todomestic opposition.
Nonetheless, the dialogue gave the
Clinton administration and the Capi-
tol Hill a better understanding of the
Indian worldview and its security
concerns.

One of the critical watershed
momentsinthe evolution of the India-
US relationship was the September
2001 terroristattack. Thiseventledto
the de-hyphenation of US’ relations
with India and Pakistan, generating
greater strategic convergence between
New Delhi and Washington. In Janu-
ary 2004, the two countriesannounced
the Next Stepsin Strategic Partnership
(NSSP) initiative, where both agreed
to expand cooperation in the areas of
civilian nuclear cooperation, civilian
space programmes, and high techno-
logy trade.
Thisdevelopment was followed
by the 2005 Joint Statement by Pre-
sident Bush and Prime Minister
Manmohan Singh, which initiated
the dialogue for an Indo-US civilian
nuclear agreement which heralded
America’s intention to overturn dec-
ades of non-proliferation policy, usher-
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ing Indiainto the global nuclear order.
The July 2005 Joint Statementand the
passage of the 2006 Hyde Act in the
US Congress resulted in the Indian
commitment to harmonize its export
control legislations and adhere to the
NSGand MTCR Guidelines.

The India-specificexemptionsecured
fromthe NSGin2008asaresultofthe
2005 Indo-US joint statement was
critical for the future success of India’s
nuclear power programme which was
suffering from a fissile material sup-
ply crunch. In fact, the fissile material
stockpiles had reached such critical
levels that the Indian nuclear plants
were operating ataround 50% of their
capacity in 2007-08 as opposed to a
high of over 80% of plant capacity in
2003-04. This deficit was due to the
NSG’sstranglehold onthe global ura-
nium supply chain as NSG member
states control over 80% of global ura-
niumreservesand production.

With NSG’s adoption of the
Warsaw Guidelines in 1992, India
could not trade with the group mem-
bers. These guidelines posed a prob-
lem as India was neither an NPT
member nor coulditaccept full-scope
safeguards givenits nuclear weapons
programme. In 2001, whenthe Tarapur
nuclear power plant faced fuel short-
age, Russia stepped in to supply fuel
using the ‘grandfather’ clause in the
NSG guidelines. However, given the
pressure from the American and other
NSG members, Moscow was unable
to re-supply the plant in 2004 using
the same clause. Thus, for India, the
only way out was to secure an exemp-
tion from the NSG full-scope safe-
guards requirements, which it obtained
in2008. Thisalsoenabled ittoimport
uranium forits nuclear power reactors
from various countries, including
Canada, Kazakhstan, and Australia
and sign civil nuclear cooperation
agreementswith close to 15 countries.

Withthe shiftinAmerican policy
to treat India as a partner in strength-
ening non-proliferation and export
controls, Washington also beganto put
itsweightbehind India’s case by bring-
ing New Delhi into the fold of these
regimes. Consequently, New Delhi
acquired the membership of these
regimes barring the NSG, in quick
succession.

MTCRwas first offthe block as
Indiabecame itsmemberinJune 2016.
India’sentry intothe group canalso be
seenasturningafull circle, primarily
becausethegroup’sorigincanbetraced
back to concerns within the United
States of the Indian SLV-3testin 1980.
TheninDecember 2017, Indiabecame
the 42nd member of the WA. Before
this, Indiahad updated its export con-
trol listsfor SCOMET (special chemi-
cals, organisms, materials, equipment,
andtechnologies) items, to harmonize
with international and WA standards.
Similarly, India became a member of
the Australia Group in January 2018.
Thiswasan important recognition for
Indiabecause chemicalsare one of the
mostsignificant Indianexports.

While India’s responsible non-proli-
ferationrecord contributed insecuring
these memberships, what alsoworked
in India’s favour was that unlike the
NSG, Chinaisnotamember of the WA,
AG orthe MTCR. Hence, Beijingwas
in no position to stonewall India’s
membershipasitdid inthe case of the
NSG, demanding membership for
Pakistan too. Interestingly, though
China has provided the US with a
written commitment to abide by the
MTCR, its membership application
has been pending since 2004.

There has been a remarkable
changeinIndia’sengagementwith the
exportcontrol regimes, with concrete
benefits of these memberships mani-
fested in the nuclear trade, defence
modernization and civil space sector.



In 2000, for instance, the US Bureau
of Industry and Security (BIS) required
exportcontrol licenses for closeto 25%
of exports to India. The change in the
nature of the India-US relationship
and India’s growing acceptance in
Americanexportcontrol frameworks
is apparent from the fact that post-
2009, amajority of the exports did not
require any clearance from the US
Department of Commerce with less
than 1% of American exportsto India
requiringaBISexportlicence.

Similarly, afewmonths after the
AG membership, in August 2018,
Washington granted New Delhi, Stra-
tegic Trade Authorization-1 (STA-1)
status, enabling the latter’s access to
hightechnology itemsinthecivil space
and defence sectors. Traditionally, the
US has placed only those countriesin
the STA-1 list, which are members of
all the four export control regimes.
This status helped to advance the
already thriving India-US defence
trade, which has added considerable
value to the Indian military’s power
projection capability.

M oreover, MTCR partner states get
access to the international market for
space launch of satellites by the US
and other countries. Given India’s low-
costadvantage in this sphere, MTCR
membership can benefit the Indian
Space Research Organization (ISRO),
ifitisabletorampup its capacity. Also,
while the MTCR formally does not
make adistinction between members,
adherents and non-members, several
ofthe regime’sadherents have restric-
tions on working with non-members
due to their domestic export control
rules and regulations. Now with the
MTCR membership, India will have
accesstoimportanttechnologiesinthe
domain of avionics, diagnostics, test-
ing and evaluation, which could have
beendeniedto Indiaby the USand other
western countries, asanon-member.

Membership ofthe MTCR, WA
and AG is undoubtedly expected to
serve as a stepping stone for India’s
membership to the NSG. Animportant
reason why the NSG membership is
vital for India is the fact that the
group’smembershipwillallow Indiato
influence future modifications in the
group’sguidelines. Having the rightto
dosoisimportantgiven India’sgrow-
ing investment in nuclear power as
part of its climate change mitigation
strategy. Besides, the NSG member-
ship will grant India ease of access to
the global nuclear marketand provide
itwith ‘equal partnership’ inthe R&D
of new reactor systems. Without NSG
membership, India’s integration in
the global nuclear security order will
remainincomplete.

While these regimes have had much
success in controlling the exports of
conventional and CBWs, controlling
exports of emerging dual-use techno-
logies has proved to be challenging.
A case in point is the non-members’
exports of dual-use surveillance soft-
ware. The revelations in November
2019 about the use of Pegasus spy-
ware in India, demonstrated how
software sold by the private industry
could be misused to target human
rights activists and journalists. The
Israel-based company NSO GROUP
sold the spyware; it claims the soft-
ware helps governments in tackling
terrorismand serious crime. Butmany
organizations have documented the
misuse of the software to targethuman
rightsgroups, activists and journalists
by several countries, withoutany pro-
portionate accountability.

Israel has informally complied
with the WA control lists that cover
the dual-use software. Yet Tel Aviv’s
approachtoexport controls has waxed
andwaned; in2016 itadopted stringent
controls, but subsequently reduced
the scope and strength of the license

requirements for intrusion software
exports.

I n June 2019, the United Nations
Special Rapporteur on freedom of
opinionand expression, David Kaye,
highlighted the role of tools such as
computer intrusions, mobile device
hacking, network intrusion and facial
recognition used by the states for sur-
veillance, with severe implications for
therightto privacy. Kaye called foran
immediate moratorium on the sale,
transfer and use of surveillance tech-
nology until human rights-compliant
regulatory frameworksare in place.
Ensuring accountability for
humanrights violations caused by the
dual-use software exports will remain
the nextbig challenge for the WA. And
India, given its own domestic digital
experience, is in a position to shape
global debates surrounding the issue.
It also gives India an opportunity to
repriseitsroleasacontributor inshap-
ing global norms, seven decades after
Prime Minister Nehru advocated the
cause of universal nuclear disarmament.

References

David Kaye, ‘The Surveillance Industry is
Assisting State Suppression: It Must be
Stopped’, The Guardian, London, 26 Nov-
ember2019.

Deborah A. Ozga, ‘A Chronology of the
Missile Technology Control Regime’, The
Non Proliferation Review 1(2), Winter 1994,
pp. 66-93.

Dinshaw Mistry, ‘Technological Contain-
ment: The MTCR and Missile Proliferation’,
Security Studies 11(3), Spring 2002, p. 91.

International Atomic Energy Agency;, ‘Infor-
mation Circular 539’, April 2000, pp. 1-11.

Leonard Weiss, ‘Safeguards and the NPT:
Where Our Current Problems Began’,
Bulletin of the Atomic Scientists 73(5), August
2017, pp. 328-336.

National Security Archive, ‘60th Anniversary
of the International Atomic Energy Agency’,
October 2017, Briefing Book No. 609.
Yogesh Joshi, ‘Between Principles and Prag-
matism: Indiaand the Nuclear Non-Prolifera-
tionRegimeinthe Post-PNE Era, 1974-1980°,
The International History Review 21(2), Janu-
ary 2018, pp. 110-149.

SEMINAR 731 - July 2020

39



40

India and global artificial
ligence governance

VIDUSHI MARDA

Inte

SEMINAR 731 - July 2020

ARTIFICIAL Intelligence (Al) sys-
tems are increasingly embedded in
society — from curating social media
feeds and assisting law enforcement,
todeciding anindividual’s creditwor-
thinessandaidingin healthcare. There
are at least two possible explanations
for this recent and substantial mains-
treaming of Al in everyday life. First,
there is more computing power and
data today than ever before. Second,
due to this the possibility of using Al
systems to predict and classify large
amounts of datamakesitfertileground
forgovernmentsand industry alike.

Atthe outset, itis crucial to ask:
what do we mean by Al? Al, broadly
defined, referstotheability of comput-
ersto exhibit intelligent behaviour. It
has existed as a field of computer sci-
ence for over sixty years. The most
recent wave of interestin Al has been
spurred by one technique of Al, called
machine learning (ML) —where algo-
rithms train on data, uncover patterns
and predict future outcomes by learn-
ing fromthisdata.

Given the speed and scale at
which these systems work, a number
of incentives are at play. Some stake-
holders view Al as a business oppor-
tunity, and look atways inwhichscale,
efficiency and deployment can be
encouraged. The Chinese govern-
ment, for instance, has laid down plans
to be the world leader in Al by 2030,
referring to this technology as ‘a new
engine ofeconomic development.’

Others view Al as a leveller in
society, and look at ways in which
inclusion and widespread adoption of
Al will help us solve complex prob-
lemslike financial inclusionand access
to healthcare. An example of this at
an intergovernmental level is Al for
Good, anannual summitorganized by
the International Telecommunications
Union (ITU), which aims at scaling
Al applications like sentiment analy-
sis and credit scoring for global and
inclusive impact.

Still others view Al primarily as
sociotechnical systems and look at
ways by which these systems can be



regulated to ensure that negative con-
sequencessuchasdiscriminationand
surveillance donotoccur. Initsnational
Al strategy, Germany recognizes the
economic potential of Al, but under-
scores that underlying the strategy is
the democratic desire to anchor Al in
an ethical, legal, cultural and institu-
tional context which upholds funda-
mental social values and individual
rights.

These competing interests have
given rise to a growing and textured
conversation around the nature and
extent of Al regulation and account-
ability in societies; a conversation
which I broadly term ‘Al governance’
for the purposes of this article. In this
article, I will shed lighton what Al gov-
ernance looks like internationally,
map key arguments and concerns that
have emerged, and finally analyse
India’sengagementwith this landscape.

G iventhe multiplewaysinwhichAl
canbeused insocieties, one approach
to governance has been to erect nor-
mative ethical frameworksthat guide
howAI should be designed, developed,
and deployed. These frameworks are
used by various stakeholders to indi-
cate their priorities, considerations,
and insome cases, also explicitly spell
out use cases and principles that will
not be pursued.

Governments have discussed
ethics to varying degrees of detail in
Al strategies (atthe time of writing this
essay, at least 50 state-led Al strategy
documents have beenreleased by coun-
tries around the world). The United
Kingdom, for instance, has explicitly
stated its aspiration to become the
world leader inethical Al. Other states
like Chinaandthe United States focus
more onthe competitive edge and eco-
nomic opportunities that these tech-
nologies can generate.

Ethical frameworks are also in
place at an intergovernmental level.

The European Union has multiple
ethics initiatives underway, including
Ethical Principles for Trustworthy
Al published by the EU High Level
Expert Group on Al. In May 2019,
forty two nation-states signed the
OECD?’s Principles for Trustworthy
Al. Nordic and Baltic governments
issued a joint declaration on Al that
explicitly recognized the importance
of “ethical and transparentguidelines,
standards, principles and values to
guide when and how Al applications
shouldbeused.’

Ethics hasalso been championed by
the private sector globally. In June
2018, Google published its ‘Al Prin-
ciples’ publicly stating their intention
to build socially beneficial Al sys-
temsthatwould not create or reinforce
biases and would be safe and account-
able. Google also included a list of
applications the company would not
pursue, which include technologies
that cause overall harm, violate human
rights, etc. Microsoft published ethi-
cal principles under the umbrella of
‘Responsible Al’ and constituted the
Al and Ethics in Engineering and
Research Committee (AETHER), to
make recommendations on what Al
technologies the company should dep-
loy. Facebook responded to the cho-
rus of ethical Al by funding aresearch
institute at the University of Munich
beside adedicated Al ethicsteam.
Technical institutions like the
Institute for Electrical and Electronics
Engineers (IEEE) and the Association
for Computing Machinery (ACM)
have produced ethical principles for
autonomous systems that ostensibly
feed into technical considerations
whendesigningand developing Al sys-
tems. Civil society and academiahave
also engaged with ethical approaches
to Al systems —either as respondents
to government and corporate consul-
tations, through institutional proceed-

ings at the UN and other similarly
placed intergovernmental processes,
or through multi-stakeholder spaces
like the PartnershiponAl.
Thismushrooming of ethical ini-
tiatives isaccompanied by skepticism
surrounding their utility. Critics point
out that ethical frameworks are often
posed asan alternative or preambleto
regulation,aphenomenon political sci-
entist Benjamin Wagner has termed
‘ethicswashing’. The lack of account-
ability and redressal mechanisms sur-
rounding ethical frameworks is made
worse by the fact that existing princi-
ples are vaguely worded with no
grounding in law. Even ethical stand-
ards for technical communities do not
materially affect the design or deve-
lopment of Al — research has shown
that the ACM code of ethics had no
observed effect on the work of soft-
ware engineers who were explicitly
asked to consider it. The lack of teeth
in ethical frameworks is particularly
dangerous in context of state use of Al
systems, as this could lead to asignifi-
cantdilution of state accountability.

-l-he fear of hampering innovation
through regulation is one of the main
reasons for the popularity of ethical
frameworks. Thistension has beenin
the publiceye mostexplicitly through
the G7’sefforttokickstart the Global
Partnership on Al (originally called
the International Panel on Artificial
Intelligence). This partnership was
launched by France and Canada in
December 2018 to address ethical
concerns, establish shared principles
and regulations to generate interna-
tional consensus on the human rights
impactof Al systems. All G7 countries
have expressed agreement with these
overarching goals, with the notable
exception of the United States, which
hasresponded cautiously. Subsequently,
the US inJanuary 2020 publishedalist
of 10 principles for governmentagen-
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cies to consider while formulating
governance mechanisms forAl, encou-
raging a light touch approach to Al
governance, and cautioned against
heavy handed innovation killing mod-
elsofregulation.

Asaresult,thefield of Al regulation
is far from homogeneous. At an abs-
tractlevel, thereisatendencytoclaim
that Al systems are so novel that they
operate in a regulatory vacuum. This
is not the case. Existing laws (at both
national and international levels) can
and must find application in context of
Al; itisthe extenttowhichthey apply,
and the ways in which they need to
evolve that are the crucial questions
now. Jurisdictions like the European
Unionaregrapplingwithhowtraditions
of democracy, rule of law and human
rights can act as a regulatory mecha-
nismforemergingtechnologieslike Al
and how they need to evolve. At the
sametime, existing regulation, atboth
domesticand regional levels, isalready
adapting. The General DataProtection
Regulation, for instance, laysdowndata
protection rights broadly and carves
out some specific safeguards in con-
text of automated decision making.
New forms of Al regulation are
cropping up elsewhere too. Legisla-
tive proposals like the Algorithmic
Accountability Act introduced in the
US Senate in April 2019 seek to estab-
lish accountability mechanisms for
uses of Alinthe public sector. Another
form of regulation are use-case spe-
cificbans. Forinstance, San Francisco
becamethefirstcitytoban lawenforce-
ment use of facial recognitionin May
2019 which other citiesinthe US also
followed. In January 2020, the Trump
administration also announced a ban
onthe export of certain Al systems for
reasons of national security.
Callsforregulationalso occurat
the intergovernmental level. In 2018,
the United Nations Special Rapporteur
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on freedom of expression appealed to
UN General Assembly member states
to apply existing standards of human
rights, constitutional guarantees and
sectoral regulation to the design, deve-
lopment and deployment of Al sys-
tems. The EU isalso considering more
regulation for Al. Other stakeholders
like Google and Microsoft have also
expressed the need for regulation.

It is important to note that an
often overlooked, but crucial part of
the governance puzzle is the stage of
technical specification and standard
setting for Al systems. The designand
development of Al systems is techni-
cally determined through standardiza-
tion bodies such as working groups
within the IEEE, through technical
actors and researchers like the Fair-
ness, Accountability and Transpar-
ency in Machine Learning (FaccT/
ML) community’s efforts at refining
technical approachesto ethical stand-
ards of fairness, accountability and
transparency inmachine learning.

Mapping India’s engagement with
the global governance regime isnota
linear or neat process as there is a
patchwork of initiatives, developments
and contestation related to domestic
governance structures. The Indian
government’s prioritization of Al has
steadily increased driven by rising
budgetary allocationstowardsAl. This
is hardly surprising as Al falls at the
intersection of multiple flagship pro-
jects of the Indian government. Dig-
ital Indiaaimsatmaking Indiaadigitally
empowered society by providingevery
individual digital infrastructure as a
core utility. Make in India seeks to
transform India into an international
manufacturing hub, spurring the incen-
tive for domestic designand develop-
ment of Al systems. The 100 Smart
Cities Mission is another initiative
closely related to the Union govern-
ment’s approach to Al given its focus

on providing ‘smart solutions’ to
improve the quality of life of citizens
inasustainable environment.

In the last three years, there have
been several policy documents that
also directly refer to the development
and deployment of Al. In March 2018,
the Ministry of Commerce’s Al Task
Force published a report identifying
key areas for Al in India, including
healthcare, agriculture, national secu-
rity, retail, etc. While framing Al as
a socio-economic problem solver at
scale, thereportdid notattemptto com-
prehensively discuss ethical and social
implications of these systems, instead
focusing on how the government can
encourage growth in these sectors.

NITIAayog’s National Strategy
forArtificial Intelligence, publishedin
June 2018, states that India’sapproach
toAl should be one that will ‘leverage
Al foreconomic growth, social deve-
lopment and inclusive growth, and
finallyasa‘“garage” foremerging and
developingeconomies.” In May 2019,
NITI Aayog proposed (and subse-
quently received approval for) a
Rs 7500 crore budget to set up an Al
framework for India with a view to
push for greater adoption and institu-
tional oversight. Inparallel, the Minis-
try for Electronics and Information
Technology (MEITY) has set up
four committees in February 2018 to
draft a policy framework for Al after
recognizing Al’s impact on the eco-
nomy and society. Unsurprisingly, a
turf war between the two agencies
with concerns about duplication of
work and funding reached a peak in
August2019, when MEITY requested
the finance ministry to intervene and
resolve issues.

While the exact form and cen-
tral institution (if any) to govern Al is
still evolving, the substantive focus
and outlook of India’s approach to Al
is clear. Al is primarily seen asatool



to fuel economic growth. However,
India’s strategy does not take a cookie
cutter approach. While the financial
impact of Al the biggest motivating
factor, aspects such as inclusion and
‘greater good’ also featured promi-
nentlyin NITIAayog’s#AIFORALL
strategy.

There have also been a steadily
growing list of ad hoc regulation in
context of Al systems, usually honing
in on the idea of data being a key
resource and driving factor of India’s
Al future. At the time of writing this
article, India does not yet have a data
protection law. However, the draft data
protection bill provides significant
insightintothe government’sapproach.
For instance, data localization was a
flashpoint throughout the process of
drafting and discussing provisions of
the bill; with Section 40 of the draft bill
mandating thatagovernment-defined
classof “critical data” mustmandatorily
be stored exclusively in India. A pri-
mary justification for this provision
wasthat Indian players—government,
private sector and research organiza-
tions—should have access to this data
to locally develop and deploy emerg-
ingtechnologieslikeAl.

Whilethe bill contemplates principles
like purpose and collection limitation,
explicit consent in case of sensitive
personal data, it raises privacy con-
cerns in one fell swoop —the govern-
mentcanexemptitsagenciesfromall
protections subject to procedures and
oversightfromtheagency inquestion.
This objective resonates withthe Eco-
nomic Survey published by the Ministry
of Finance which states that personal
data collected by the government
becomesa ‘publicgood’ once anony-
mized. Thisisnotthe appropriate place
for an in-depth discussion on the fal-
lacy of anonymized data in context of
machine learning. However, suffice to
say that thiswill have significantimp-

licationsintermsofhowAl isdesigned,
developedanddeployedin India.

The private sector shares and
plays asignificant role in the govern-
ment’s aspirations for Al. There are
several sectorsidentified by policy ini-
tiatives discussed above — spanning
healthcare, agriculture, retail, urban
development, mobility, education, law
enforcement, etc. Discussing plans for
future Al prioritization, government
officials have mentioned that econo-
mic viability of applications for private
actors will determine deployments,
bringing to the fore questions about
private-public partnerships and their
impacton governance.

Across Al policy initiatives, ethics
and human rights (primarily privacy)
are mentioned but as an afterthought
or formality at best. It is clear from
mushrooming of use casesthat the use
of Al systems will be more opportun-
isticand driven by executive decisions,
than deliberate and guided by ethical
orregulatory norms. The use of Al sys-
temsis considered an efficient, desir-
able and useful step, in and of itself,
without meaningfully engaging with
the limitations of these technologies.
The national Automated Facial
Recognition System (AFRS) demons-
trates these threads of analysis com-
prehensively. InJuly 2019, the Home
Ministry announced plans for the
AFRS —asystem that will use images
from CCTV cameras, newspapers,
police raids to identify criminals by
matching these to existing records
under the Crime and Criminal Track-
ing Network System (CCTNS). It
would bolster nationwide intelligence
sharing between police departments
by havingacentralized system for face
recognition. Here, the exceptionalism
affordedto shiny and “efficient’ tech-
nology is made apparent. Evenin the
face of overwhelming evidence to
show that facial recognition is an

unreliabletechnology, the limitations
ofthese systemsare ignored in favour
of the potential for enhancing law
enforcement capabilities.

The Home Ministry has nottaken
a clear stance which would suggest
that it considers the ethical and legal
implications of using facial recogni-
tion, whichis particularly concerning
when governments around the world
areputting inplace bansor at least strict
regulation. In fact, the legal basis on
which the AFRS stands is unclear.
Responding to a legal notice from the
Internet Freedom Foundation, the
Home Ministry traces the legal basis
for the AFRS to a Cabinet Note from
2009, whichis, at best, adocument of
procedure, not of legal consequence.
Further, the AFRS is afforded an
exception to regulatory and ethical
standards that the government other-
wise adheres to, and runs counter to
the fundamental right to privacy reaf-
firmed by the Supreme Courtin 2017
in Puttaswamy v. Union of India.

In Puttaswamy, the court laid
down a four-part test that any action
infringing the right to privacy must
satisfy: it must be demonstrated to be
in pursuit of a legitimate aim, bear a
rational connection with the aim and
shownto be necessary and proportion-
ate. The AFRS does not meet this
constitutional standard

| ndia’sapproachto Al governanceis
layered and simultaneously evolving.
Domestic developments suggest how
India will engage with international
processes as and when they evolve.
While primarily endorsing the business
case and social inclusion narrative of
Al, India has a long way to go insofar
asunderstanding itasasociotechnical
systemwiththe capacity todriveinequa-
lity, exclusion, surveillanceandanero-
sionof constitutionaland humanrights.

Asof now, itis clear that oppor-
tunistic, ad hoc decisionsfromthe state
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and private companiesreignssupreme
inthe context of Al deployment, deve-
lopment and use. However, Al gov-
ernance in India needs to mature to
acknowledge the limitations, potential
and impact of Al systemsondaily life.
Civil society is structurally excluded
from the Al governance space, with
government consultations (if any)
being the only window forengagement.
Amajority ofkey decisionsand delibe-
rations are made by permutations and
combinations of industry, government,
and sometimes technical actors, and
civil society isyetto be included. This
exclusion is misguided particularly
as the societal impact of Al systems
become more apparent every day.

While global debatesaroundthe
impact of Al systems place emphasis
onIndia, particularly incontext of how
Al systems will impact employment
and the future of work, there has been
limitedexplicitengagementfromhome
withthese intergovernmental or multi-
lateral initiatives. Beyondthe policyand
economic realms, there is growing
indication that Indiawill engage with
Al standardization. The International
Telecommunications Union ismeantto
set-upaninnovation centrein Indiato
incorporate technologies from South
Asian countries and emerging econo-
miesinstandards for technologies.

India has the opportunity to
positionitselfasathoughtful leader in
the context of Al by drawing from its
democratic foundations and experi-
ence of deploying technologies at
scale. Instead of buying into the Al
race for economic power, New Delhi
should engage with the strengths and
limitations of these systems and insti-
tute adeliberate and future proof stra-
tegy for the design, development,
standardizationand deployment of Al
technologies. While industry and state
interests have played a leading role
thus far, it is important to note that
effective Al governance mustbe multi-
stakeholder in nature.
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Interrogating India’s quest for
data sovereignty

DIVIJ JOSHI

IN February 2019, the Government
of India released the Draft National
E-Commerce Policy, which claimed
among other things that ‘the increas-
ingimportance of data warrants treat-
ing it at par with other resources on
whichacountry would have sovereign
right. Itissaid that datais the new oil.”*
Political and business leaders
ranging from Prime Minister Naren-
dra Modi to industrialists Mukesh
Ambani and Nandan Nilekani have
made claims of sovereign control over
the amorphous category of ‘data’ and
declarations of itseconomic potential
asanatural resource. Such claims are
alsoincreasingly reflectedinlegal and
policy developmentsin Indiaranging
fromWTO negotiationsto data protec-
tion legislation, particularly the Per-
sonal Data Protection Bill, 2019.
These developments are of tre-
mendous social and political conse-
guence resulting as they are in the
creation of pervasive new standards
and architectures for the operation
of the internet, and accordingly, for
India’s increasingly networked soci-
ety. These developments mark an

important break from India’s histori-

1. Draft E-Commerce Policy, Department for
the Promotion of Industry and Internal Trade,
23 February 2019. https://dipp.gov.in/sites/
default/files/DraftNational _e-commerce_
Policy_ 23February2019.pdf

cal approach towards internet gov-
ernance; moreover, they are heavily
influenced by concerns of trade and
security withsignificantimplications
for various stakeholders who assert
claims and interests over the internet
and over the kind of “‘data’ they seek
to control. Asaresult, itis imperative
that both the historical development
of this trend and its implications for
India’s law and policy are interro-
gated. Thisarticle exploresthe history
of ‘data sovereignty’ debates in their
geopolitical contextaswell asits roots
in Indian policy and law. | argue that
the recent claims of data sovereignty
by the Indian government attempt to
reconfigure power and control over
the information society through the
central government while leaving out
other valid conceptions or imagina-
tions of data governance.

There is a long history of com-
peting claimsand assertions of ‘sove-
reignty’ or control overthe internetand,
more recently, over ‘data’. While con-
cerns of sovereignty —asserting power
or control over some domain — have
long been primarily driven by govern-
ments and state actors, the technical
architectures and historical develop-
ment of the internet did and continue
to present challenges to unambiguous
assertions of state-sovereign autho-
rity over information flows.
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The internet has long held an
exceptional status vis-a-visassertions
over the jurisdiction and control over
the network’s infrastructure, and par-
ticularly over its information flows,
owing as much to its fundamental
technical structure as to its historical
development. The peculiar position
of the internet has resulted in a num-
ber of other stakeholders asserting
both functional and legal control over
it. Consider, forexample, the interna-
tional multi-stakeholder organizations
which develop the technical specifi-
cations, standards and protocols for
network and data flows, such as the
Internet Engineering Task Force
(IETF) or the International Corpora-
tion for Assigned Namesand Numbers
(ICANN) which have deeply influ-
enced the structure and governance
of the internet. As Julie Cohen notes,
these reflect emergent networked
‘legal-institutional’ structures of gov-
ernance, which appear to ‘operate
according to their own rules in ways
influenced by states but not controlled
by them.”?

-l-hese legal-institutional actors and
structures have beenembedded inand
influenced by dominant geopolitical
concerns of trade and security. The
evolving paradigmsand politics of eco-
nomicglobalization, inparticular, have
deeply influenced the governance of
the internetand of information flows.
Many of the institutionsand norms for
the governance of the internet deve-
loped as an expansion of the idea of
standardized rules for international
commerce, mirroring the development
of ‘lex mercatoria’, which governed
trade routesand maritime navigation.
International organizationssuch asthe
WTO, responsible for theadministra-
tion of these legal norms embeddedin
2.Julie Cohen, Between Truthand Power: The

Legal Constructions of Informational Capi-
talism. Oxford University Press, 2019.
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treaties like the General Agreements
on Trade in Services, and particularly
the treaty on Trade Related Aspects of
Intellectual Property Rights became
intrinsic to the governance of rightsin
networksand information flows. His-
torically driven by OECD countries,
the USA in particular, these institu-
tions and norms sought to repurpose
the internet as a vehicle for securing
their economic interests and political
values. These norms also found pur-
chaseintherecently liberalized Indian
economy, whichwasundergoing ‘struc-
tural adjustment’ to integrate with the
globalized economy.

-l-his situation produced normswhich
strengthenedtrans-border intellectual
property protection in information
(such as copyright protection in digi-
tal works), while establishing norms
encouraging the “free flow’ of infor-
mation as integral to the growth ofthe
network. In May 1998, for example,
the WTO adopted a ‘moratorium’ on
customs duties for electronic trans-
missions, which denuded the autho-
rity of national governments to tax
trans-border e-commerce transac-
tions.® Similarly, the emergence of
bilateral and multilateral free trade
agreements like the Trans Pacific
Partnership or the Regional Compre-
hensive Economic Partnership have
attempted to entrench the power of
large technology firmsand industrial-
ized Asia-Pacific nations, through spe-
cific ‘data free flow’ obligations and
assurances against allowing govern-
mentsaccesstothe source code ofalgo-
rithmic systems which employ data
analytics capabilities. Binding trade
obligations like these have been com-
pounded by the nature of international

3. Declaration on Global Electronic Com-

merce, Second Ministerial Conference of
the World Trade Organization, May 1998.
https://www.wto.org/english/tratop_e/
ecom_e/ecom_e.htm

taxation regimes for e-commerce,
which have allowed dominant digital
platformsto evade fair taxation.*

-l-he hold of ‘data’ and the networked
informationeconomy over economic
globalization hasradically developed
since these norms first evolved. In
recent decades, a new form of ‘infor-
mational capitalism’ has emerged
where ‘data’ or information created
or abstracted from material forms of
labour or capital is considered a fac-
tor of economic production, distinct
from intellectual property laws. The
rise of ‘big data’ and the algorithmic
creation of “artificial intelligence” have
increasing economic value and seem-
ingly limitlesseconomic potential. Con-
sequently, this scenario hasdriventhe
urge forthe ‘datafication’ of all aspects
of social life and experience, and the
commodification of datagenerated as
aninputforeconomic production.
Datafication has been accom-
panied by the emergence of ‘plat-
forms’ as the dominant technical and
economic framework for networked
transactions. These platforms, which
intermediate much of the internet, are
largely operated by private, for-profit
and multinational corporations includ-
ing Google, Facebook, Microsoft,
Amazon and Apple, each of which
assertincreasing dominance over dif-
ferentrealms of our digital lives—from
search, social networkingtotraditional
‘e-commerce’ and operating systems
and software. The emergence and
transnational dominance of platforms
was abetted by prevailing institutional
normsthat prioritized uninhibited data
flows. Inthe regulatory void of trans-
national data flows, platforms have
become the dominant institutional

actors shaping the norms of data col-

4. Arthur J. Cokefield, ‘Tax Wars: How to
End the Conflict over Taxing Global Digital
Commerce’, Berkeley Business Law Journal
17,2020.



lection and use in a globalized infor-
mationeconomy.

The accumulation of political
and economic power by these multi-
national firms has been likened by
Frank Pasquale to a form of “func-
tional’ sovereignty —displacingstrictly
territorial state-sovereign power and
control over the internet and shap-
ing the rules that govern online data
flows.> The central role of platformsin
intermediating data flowsand shaping
network behaviour has, until recently,
gone unnoticed by policymakers
around the world, with market regula-
torsand courts unable to comprehend
or respond to the transformative role
that network intermediation and accu-
mulation of data plays inshaping mar-
kets, within legal frameworks like
competition law.

Some scholars have suggested that
claims of ‘information sovereignty’
have emerged in response to, and as a
counterto, thedominantor hegemonic
ideal of “free flow’ of data and infor-
mation and the ‘freedom to connect’,
driven by statesand platforms, and par-
ticularly by ‘Silicon Valley’ and US
trade and foreign policy. Certainly, his-
torical evidence of assertions of “infor-
mation sovereignty’, such as those in
Chinaand Russia, support the theory
thatboth foreignand domestic internet
and data governance policies in these
countries have been driven by consi-
derations of national security and trade
protectionism, establishing greater
restrictions on trans-border data flow
as ameans of asserting ‘sovereignty’
overtheinternet (ortheirinternet). The
emergence of the platform economy
and informational capitalism as an
economic structure has compounded
these anxieties of governments and

5.Frank Pasquale, ‘Digital Capitalism: How
to Tame the Digital Juggernauts’, WISO
Direct, 2018. https://library.fes.de/pdf-files/
wiso/14444.pdf

state agents in their assertion of tech-
nological sovereignty and ‘datasover-
eignty’ overthe internet.®

-l-he history of the internetand digital
policy and laws in India indicate to
some degree the concerns and anxie-
ties about the state’s role in the facili-
tation or governance of network
access and data flow. The earliest
attempt to regulate the internet, the
Information Technology Act of 2000,
explicitly addressed the need to facili-
tate transnational e-commerce through
the standardization of legal and tech-
nical frameworks for the internet, with
reference to the prevailing norms of
standardized international e-commerce
framedunderthe UNCITRAL. Subse-
guently, aseries of amendmentstothe
IT Act in 2008 were testament to the
increasingly consequential social and
political role played by the internetand
online information, with the Govern-
ment of India attempting to regulate
online expressions primarily asareac-
tionto national concernsabout unlaw-
ful orundesirable online expression.
More recent policy develop-
ments, however, are directly respond-
ing to the emergence of global
informational capitalism and the plat-
form economy. The language of the
draft e-commerce policy signaled an
emerging and urgent trend towards
re-conceptualizing ‘data’ asamaterial
resource for producing economicvalue,
aswell asthe necessity of government
interventions for ensuring that data
flows are in line with state security or
economic policy. The Economic Sur-
vey of India, 2018-19, dedicated an
entire chapter outlining how datamust
be treated as a public good for social
welfare, envisioning government-
controlled platforms for processing

6. Michael Jablonski and Shawn M. Powers,
The Real Cyber War: The Political Economy
of Internet Freedom. University of Illinois
Press, 2015.

and utilizing data as raw material for
the generation of economic value, a
sentiment also echoed in the March
2020 Draft Strategy for National Open
Digital Ecosystems released. The
Governmentof India has attempted to
create the legal basis for this vision
through mandates for data localization
(the requirement that data be stored in
serverswithin Indian territory) within
various sector-specific regulations
(like those of the Reserve Bank of
India requiring payments companies
to store data locally), as well as in the
pending Personal Data Protection
Bill. The current version of the PDP
Bill also gives the central government
acarte blanche toacquire any datanot
categorizedas ‘personal data’, similar
to claims of the ‘eminent domain’ of
a nation state over land or natural
resourceswithinitsterritory.

-l-rade policy has similarly reflected
concernsabouttrade sovereignty and
economic self-sufficiency affected by
data flows. FDI Press Note 2 of 2018,
forinstance, created new rules for the
operation of ‘e-commerce’ platforms
with primarily foreign investment, as
a protectionist measure for domestic
retail and e-commerce firmswho have
been affected by the dominance of
platforms like Amazon. Similarly,
India, along with other global South
countries isattempting to renegotiate
the WTO moratorium on customs
duties on electronictransmissions. In
March 2020, the government intro-
duced an ‘equalization levy’, or an
indirect tax for foreign platforms
operating in India in an effort to bal-
ance the scales of global e-commerce,
after similar attempts since at least
2016, including the use of data locali-
zation mandates to create a legal fic-
tion for taxation of international flows
of data by Indian tax authorities. The
equalization levy has primarily been
directed towards dominant platforms
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like Google and Amazon, earning it
the moniker of ‘Googletax’.

Clai msto datasovereignty have not
received much judicial interrogation
withthe legal basis for laying jurisdic-
tional claimor control over information
being largely foregrounded in consi-
derations of private international law
and judicial comity or reciprocity.
However, while no consistent stan-
dard for asserting legal jurisdiction
appears to have developed in India,
Indian courts have not shied from
assertinganalmost ‘universal’ jurisdic-
tion over data flows and online trans-
actions occurring or connected with
India. In the recent case of Ramdev v
Facebook, forexample, the DelhiHigh
Court asserted the extra-territorial
applicability of Indian defamation law
stating ‘The material/information
having originated from India, courts
in India would have jurisdiction to
direct removal of the same.”’

India has, in the past, strongly
pushed for technological sovereignty
and the preservation of the govern-
ment’s rights to use technology for
securing valuable social and econo-
mic goals, forexample, inthe negotia-
tions for government use of patents
and compulsory licensing under the
TRIPS.8Recentpolicy and legislative
developments appear to have paved
the way for the Government of India
to lay claim to ‘Indian data’ and data
flows for the purpose of executing a
vision for a centrally planned data
economy. Undoubtedly, this presents
one alternative to the neoliberal eco-
nomic order produced by the current
‘legal-institutional” frameworks gov-
erning data flows, which encourage
the extractive logic of informatio-

nal capitalism driven by digital plat-

7. Delhi High Court, CS (0S) 27/2019.

8. Jayashree Watal, ‘Patents: An Indian Per-
spective’, in The Making of the TRIPS Agree-
ment. World Trade Organization, 2015.
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forms. Criticisms of datasovereignty,
which attack the ‘balkanization’ of
the internet, tend to ignore the social
and political imbalances produced by
these dominant geopolitical orders,
as well as the state’s obligation and
central role insecuring economic and
social justice.

However, the metaphor of ‘data as
oil’canonly be stretched so far. Liken-
ing data to a material resource to be
primed for the extraction of economic
value ignores the violent politics and
history behind competing claims to
natural resources like oil which also
encompass community rights to land
and livelihoods and risks becoming
a violent enterprise of its own. The
emerging policies of laying absolute
claims to data by the government
ignores a multiplicity of rights and
interests in all forms of data, claimed
either by individuals, such as privacy
and decisional autonomy; or by com-
munities—including economicrights
orgroup rightsagainstdiscrimination.
Subsuming this multiplicity of claims,
rights and interests over data within
one notion of state-sovereignty risks
undermining such rights in much the
same manner as dominant platforms
currently do.®

The Governmentof India’s poli-
cies do not reflect a vision of social
and economic justice beyond the
claimsto control and power over data,
limiting the discourse on privacy to
a myopic vision of ‘data security’.
India’s current approach towards
‘datasovereignty’ ignoresthe multiple
possibilities of political organization
in data governance. Even accepting
the primary organizational role of the
state, these policies and laws exhibit
tendencies of centralization of power
over data and the internet without the

9. Linnet Taylor, ‘What is Data Justice? The
Case for Connecting Digital Rights and
FreedomsGlobally’, Big Data & Society, 2017.

democratic involvement of communi-
tiesinthemannerinwhich dataisgov-
erned. Alternative imaginaries remain
unexplored, including organizing
platform cooperatives, or forms of
data stewardship organized around
local self-governance, such as Barce-
lona’s Decentralised Citizens Owned
Data Ecosystem. Similarly, the Gov-
ernment of India has not been proac-
tiveinensuringstructural interventions
in markets for dismantling the extra-
ordinary market power of big techno-
logy firms, forexample, throughtools
offered by the Competition Act.

Among the public responses to
the draft e-commerce policy, mostly
by lobbying groups and corporate
federations, was the submission of
the Bengaluru Jilla Beedhi VWapari
Sanghatnegala Okkuta, an associa-
tion of street vendor unions from
Bengaluru.® In its submission, the
federation echoed concernsaboutthe
Government of Indiaasserting sover-
eignty over data and likening it to
mines, arguing thatthe history of mines
was a history of the violent displace-
ment of community rights and self-
determination, and asking for the gov-
ernmentto evolve aframework which
allows communities to both control
and benefit from economically valu-
able data. Taking this sentiment for-
ward, as argued by Yarimar Bonilla,
perhaps we must ‘unsettle’ the frame-
work of ‘sovereignty’ itself, and exam-
ine whether it reproduces the violent
and inequitable geopolitical order that
the notion of “‘datasovereignty’ wants

torespondto.!!

10. Translation of the submissions on draft
Ecommerce Policy made by Bengaluru Jilla
Beedhi Vyapari Sanghatnegala Okkuta.
https://www.medianama.com/wp-content/
uploads/english_vendors_ecommerce_
suggestions_objections.pdf

11. Yarimar Bonilla, ‘Unsettling Soverei-
gnty’, Cultural Anthropology 32(3), 2017,
pp. 330-339.



India and the global
governance of cyberspace

Interview with Ambassador Asoke Mukerfji, former
Permanent Representative of India to the United
Nations.

At the United Nations and other international
organizations, what is your sense of the coverage
and importance that emergent technology issues like
cyber security, digital rights and data, and the role
of ICTs in development received? Was there a tip-
ping point when these debates became salient?

I think that emergent technology issues that you
mention, including the role of Informationand Commu-
nication Technologies (ICTs) in development, have
become more prominent in the agenda of the United
Nationsand its specialized agencies over the past three
decades. These issues have been placed on the nego-
tiating agenda of the World Trade Organization (WTO)
since 1997 onwards, underlining the desire to provide a
legal framework for trade inemergent technology pro-
ducts and services. Obviously, so far, there has been
no attempt to converge these activities into a holistic
framework, which I feel is necessary to ensure the
integrity and resilience of cyberspace activities.

In the UN system, the International Telecom-
munications Union (ITU) took the lead since 1992 to
focus on access to ICTs on an equitable basis. This
motivated wider discussions within the UN General
Assembly (UNGA) on how to harness the immense
potential of emergent technologies for meeting the
objective of socio-economic development based on
international cooperation described inthe UN Charter.

The UNGA adopted its first resolution on ICTs
in December 1998. This resolution noted the use of
ICTs for both civilian and military purposes. It is
worth emphasizing that this UNGA resolution
prioritized ‘civilian applications’. The three broad
areas that governments have taken up since 1998 to
develop international cooperationincyberspace, relate
tonorms for cyber security, measuresto counter cyber-
crime, and agreeing on cyber policies for accelerating

effective governance. One part of the 1998 UNGA
resolution mandated the definition of *basic notions
related to information security’, while ‘developing
international principles’to enhance cyber security. This
was also prioritized by another UNGA resolution
adopted in 2002 on the “‘global culture of cyber secu-
rity.” That is why | believe we have an uneven imple-
mentation of the original balance of the 1998 UNGA
resolution. Of course, in 2003 and thenin 2005, the UN
held the World Summit on an Information Society
(WSIS), firstin Genevaand then in Tunis. This process
created the platforms for discussing internet govern-
ance issues through an Internet Governance Forum
(IGF), including digital rights such as affordable and
easy access, upholding fundamental human rights
online, etc.

Athirdimpulse inthe UN came with the mandate
given by the 2012 UN Summit in Rio de Janeiro to
negotiate the sustainable development goals (SDGs).
By 2014, it was clear that the scope of the SDGs
wouldtouch onall aspects of human activity, including
on climate change issues, and that ICTs would be an
integral means of implementing these SDGs. | think
that the tipping point for the United Nations process
was the adoption of Agenda 2030 in September 2015
with the 17 SDGs at its core. This event was followed
in December 2015 by the UNGA agreeing to converge
the WSIS Tunis Agenda with Agenda 2030. All
stakeholders in the Agenda 2030 and Tunis Agenda
process, i.e. governments, businesses, academia and
civil society including youth and women, must take
this convergence forward.

In the context of this discussion, | think it is
importantto focus public attention on another parallel
process underway in the WTO that deals with emer-
genttechnologiesincluding ICTsin multilateral institu-
tions. Here, emergent technologies like ICTs became
a part of the WTO Agreement in 1997, when a set of
‘regulatory principles’ were agreed to during the
Basic Telecoms negotiations. These principlesinclude
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the use of “scarce resources’ such as spectrumand laid
downclear guidelines on howthese are to be allocated,
viz. the process should be ‘timely, objective, transpar-
ent and non-discriminatory.” The Basic Telecoms
negotiations ushered in the era of global mobile tele-
phony, as we know it, based on multilateral trade rules.
Rapid developments inthetechnologies behind mobile
telephony which created smartphones, and the transi-
tion from an ICT-driven world to a digital world, will
throw up demands for broadening the way the WTO
regulatestrade indigital productsand services.

Thislinkswiththe conceptofelectroniccommerce.
The WTO became involved in electronic commerce
discussionsafter the publication of an “‘Electronic Com-
merce Strategy’ paper by the United States in 1997.
Two specific results have been the negotiation of an
Information Technology Agreement (ITA) and adop-
tionofan Agreementon Global Electronic Commerce
ofJuly1998.

The ITAcommitted participating member-states
who agreedto a zero-tariff forimport of computersand
related peripherals. The ITA was considered a cata-
lyst for India’s global ambitions in export of software
especially with Y2K looming in December 2000. It
opened the door for the WTO to look at issues relating
toemergenttechnologies. The WTO hasalready issued
legal rulings on issues relating to cyberspace involving
both goods and services. These include rulings on tar-
iffs levied on use of local-area-network (LAN) equip-
ment and multimedia personal computers; alleged
market access restrictions on electronic payment ser-
vices; voice telephony services, among others.

The Agreementon Global Electronic Commerce
committed WTO member states not to levy customs
duties on electronic communications, which will be
reviewed at the 2020 WTQO Conference. | believe this
will become a tipping point for emergent technology
issues inthe WTO. Today, there is a growing conver-
gence and interest among major trading nations that
the subject must be reviewed, and the WTO must
beginnegotiationsto create a framework for Electronic
Commerce. By its very nature, Electronic Commerce
will raise the issues related to emergent technologies,
and countries should be prepared to engage in this pro-
cess if they want to be part of, and relevant to, the glo-
bal digital economy.

Cyberspace debates, especially governance, are
often painted as a binary between the US with their
NATO/OECD partners, who prefer an open border-
less internet, pitted against China and Russia who
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prefer more control, restraints and order. Is this
binary an accurate depiction of global governance
debates around cyberspace?

Whenwe look at multilateral debates on the gov-
ernance of cyberspace, the perception of there being
two options based on democratic or authoritarian
political systems is often spoken about. However, the
nature of control and governance of cyberspace is
much more complex. Itinvolves both governments as
well as corporations. More than the nature of govern-
ments, this debate needs to focus on data flows.

Participants need to speak more of how cyber data
flows around the globe including through fibre optic
cables and using root-servers. Once you look at this
coreinfrastructural dimension, itbecomes clear thatboth
governmentsand corporations play amajor role inregu-
lating cyberspace governance issues. Of course, this
activity is being conducted without an agreed multi-
lateral framework, which makesitvulnerableto indivi-
dual prioritieswhether of governments or corporations.

Some major corporationsactive incyberspace also
seek to control the flow and storage of data, or impose
restraints on access etc. They use emergent technolo-
giestodoso, includingArtificial Intelligence,and Cloud
Computing. Multinational corporationsin cyberspace
know that government policies regulating their access
to the market of a country can restrict their profits,
including from the collection and sale of data. This
awareness has not prevented such corporations from
cooperating with governments considered authoritar-
ianto ensure revenue streams from their market access.
A new dimension to this activity is the emergence of
clearer data privacy laws by some major players, such
as the European Union, which will impact corporate
policiesregarding the flow and storage of data.

General discussions on the ‘binary’ between
democracies and authoritarian states miss this dimen-
sion altogether. There is another dimension to this
issue. Debates on the governance of cyberspace tend
toignore the views of developing countries of the ‘Glo-
bal South’, especially those countries which have
prioritized the use of cyberspace for realizing their
national developmentobjectives.

Stakeholders have discussed cyber governance
issueswithin the TunisAgenda framework of the United
Nations. At the core of the Tunis Agenda is the func-
tioning of the Internet Governance Forum (IGF). The
IGF becameaplatform to enable multi-stakeholder dis-
cussions on how society should respond to the poten-
tial of cyberspace. The Forum witnessed a spirited
debate between advocates of abusiness driven model,



whose policies would conform to the market-driven
priorities set by the growing number of cyber techno-
logy corporations (often referred to as the ‘multi-
stakeholder’ model), and votaries of a more assertive
role for governmentpolicies, i.e. both for law enforce-
mentaswell as forempowerment of societies, inorder
to bridge “digital divides’ (referred to as the ‘multi-
lateral” model).

The fact that both approaches were convergent
was finally acknowledged when the UNGA conducted
its High-Level Review of the implementation of the
TunisAgendain December 2015. The Review empha-
sized the importance of the need for effective interna-
tional cooperation in cyberspace to achieve globally
agreed goals of sustainable development. Thisincluded
using cyber technologies to bridge the digital divide;
equitable access to cyberspace; the creation of an ena-
bling cyberspace environment for development; pub-
lic-private partnerships in financing the growth of
cyberspace; the protection of human rights online
including the freedom of expressionand privacy.

On the management of the internet, the agreed
multilateral approach isthat its governance isa ‘multi-
lateral, transparent, democratic and multi-stakeholder’
process with the ‘full involvement of governments,
the private sector, civil society, international organiza-
tions, technical and academic communitiesand all other
relevant stakeholders inaccordance with their respec-
tiverolesand responsibilities.’

The UN has set up the sixth iteration of the Group
of Governmental Experts (GGE) through a resolu-
tion sponsored by the United States; in addition,
there exists a more inclusive Open Ended Working
Group (OEWG), a more consultative framework to
discuss growing cyber threats. Where do you see
these norms formulation processes ending up? Are
there key issues both frameworks do not cover?

The focus for developing norms for cyber secu-
rity through the GGE isto focus on the responsibilities
of UN member states to ensure the resilience and inte-
grity of critical national infrastructures used for cyber
activities. The discussions inthe GGE since its incep-
tionin 2004 (following the 2002 UNGA resolution on
global cyber security), was to agree on a normative
framework, whichwould be implemented through mu-
tually beneficial international cooperation. However,
due to the emerging polarization between the United
Statesand Chinaonthese obligations, the GGE horms
whichwere agreedtoin 2015 are now back on the draw-
ing board.

In terms of current GGE meetings, new areas
include the emergence of new cyber technologiesand
platforms for the application of technologies such as
social media. Obviously, these technological develop-
ments may require the GGE to review the relevance of
some of the norms itrecommended in 2015. Apart from
its core mandate for recommending norms for cyber
security, the GGE discussions encouraged the identi-
fication of voluntary confidence-building measures
and capacity building to enhance cyber security. The
outcome of this GGE isto be reported to the UNGA in
2021 underscoringthe increasing urgency being feltby
governments for effective international cooperationin
securing cyberspace.

In response to growing criticism that a majority
of UN member states and other stakeholders in cyber-
space were being excluded from contributing their
perspectivestoaglobal dialogue on cyber security, the
UNGA also adopted a resolution in December 2018
establishing an Open-Ended Working Group (OEWG)
to make the discussions ‘more democratic, inclusive
andtransparent.” The OEWG established by the UNGA
has met from June 2019 onwards. The OEWG issche-
duledto hold its final substantive session on 6-10 July
2020in New York.

Besides governments, the OEWG discussions
on cyber security have brought in businesses, non-
governmental organizations and academia. The multi-
stakeholder discussions held so far have revealed
important gaps in securing cyberspace on the ground.
These include ‘lack of data sharing and informed
awareness of cyber threats’, as well as ‘lack of will at
the highest political levels.” The discussions have noted
that the GGE process had not fully considered the
impact of new technological developments in cyber-
space, which significantly enhanced cyber threats.
Advocating a “holistic’ approach to enhance cyber
security, participants have drawn attention to the link-
ages between economicand cyber security. Most signi-
ficantly, discussions on cyber security have emphasized
‘a human-centric, rights-based approach that also
emphasizesshared responsibility and accountability.’

Thisisthe broader context for the popular debates
over new ICT technology like 5G, issues of ethics in
applyingArtificial Intelligence for cyberactivities, and
assertions of sovereignty over the flow of data derived
from traditional national jurisdictions (‘data localiza-
tion’). Itisimportantto recognize the explicitincorpo-
ration by the UNGA of a ‘multi-stakeholder’approach.
As highlighted by the Chair of the OEWG to member
states, such a multi-stakeholder approach can poten-
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tially integrate such issues into ongoing UNGA dis-
cussionson international cooperation incyberspace.

Of course, both the 6th GGE and the OEWG are
restricted by their mandate, which is given by the First
Committee of the UNGA. The charter of the First
Committee is “disarmament, global challenges and
threats to peace that affect the international commu-
nity’ and ‘solutionstothe challenges inthe international
security regime.” Inthat sense, the broader application
of emergent technologies on issues of fundamental
human rights and sustainable development are not
addressed by either of these two processes. Nor are
the outcomes of the GGE or OEWG expected to lead
to any comprehensive framework under the UN for
regulating cyberspace.

Itis in this context that the UNGA resolution of
December 2019 launching a process for negotiating a
legal framework to counter cybercrime is significant.
Itisthe firststep withinthe UN system foralegal frame-
work on one aspect of cyberspace activities. However,
itmustalso be recognized that this initiative, laudable
asitis, will notaddressthe vulnerabilities of cyberspace
in a holistic manner. At some point, the UNGA must
bringinthe possibility of usingdiscussionsonacybercrime
legal framework to broaden the mandate to negotiate a
comprehensive convention on cyberspace.

India is yet to advocate a clear position on these
technology issues except being stridently against
‘data colonialism’ and unrestricted data flows
across borders. A 2018 report by the New America
Foundation has regarded India as a ‘digital decider’
in global governance and India’s stance is there-
fore critical in navigating the ostensible binary bet-
ween democracy and ‘digital authoritarianism’.
Can India carve a leadership role for itself on cyber
governance and how?

In my view, looking at global cyber governance
in terms of a binary (either democracy or authoritari-
anism) is not sustainable on the ground. In the case of
India assuming a leadership role in the global cyber
governance framework, it is necessary to look at the
factorsthat favour such arole for India.

Oneis India’s self-interestin upholding effective
international cooperation for the continued growth of
herexports of information-technology enabled services.
The currentinstability inthe world due to Covid-19 has
perhaps created an opportunity for Indiato increase her
share of the global market for such services. India’s
revenues from the information-technology enabled
services sector in 2017 were estimated at more than
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$140 billion annually, of which export earnings are
closeto$120billion.

Second, India has prioritized the associated
movement of skilled Indian manpower to cyber mar-
ketsabroad, who contribute to developing cutting edge
technology in cyberspace through research and inno-
vationinmajor transnational businesses. Remittances
from this highly paid group are an integral part of the
annual inflow of almost $80 billion in remittances to
householdsin Indiain 2018. Indiais uniquely placedto
be an advocate for issues relevant to this rich pool of
global humantalentin cyberspace governance.

Third, India has a huge volume of data derived
from her prioritization of using ICTs for accelerated
socio-economic development. India’s Digital Indiaplat-
form, with its twin impacts on bridging digital divides
and empowering citizens, has been multiplied signifi-
cantly with the increased use of Aadhaar, which is the
world’s largest national biometric database. Thismakes
India a sought-after market for foreign partners, who
want to use this pool of data for traditional and digital
market activities. Indiacan influence the way inwhich
global digital trade rules are written based on the size
of her digital dataresources.

Such a leadership role can come if India joinsin
the formulation of global policiesand rules on the dig-
ital economy. One such platform, which already exists,
istheimpending WTO negotiations onelectronic com-
merce. India can join hands with her strategic allies
among her major trading partners, like the United States,
the European Union and Japan, to influence a rules-
based framework on global e-commerce. It may be of
interest to recall that when the WTO was being cre-
ated, Indiadid play such a leadership role in the nego-
tiations onthe General Agreementon Trade in Services
(GATS) along with the United States and European
Commission.

Asamajorrepository of the global pool of digital
data, India can take the lead in some areas. One such
areaisinproposingthe creation of a Harmonized Sys-
tem of Nomenclature for Digital Data, which would
encompass both digital products and services. The
importance of the use of the existing Harmonized Sys-
tem for goods has been amply demonstrated, whether
forreducing coststo international trade, internal taxes,
trade policies, monitoring functions, dispute settle-
ment, economic research and analysis etc. Asthe world
movesintoadigital economy, itis necessary for coun-
triesactive inthisneweconomy to encourage the crea-
tion of such a Harmonized System of Nomenclature,
whichwillactasan incentive for all stakeholders.



Will non-state actors (private sector and civil soci-
ety) become more influential in shaping multilateral
and domestic debates on internet governance? How
do you see this trend affecting technology policy-
making in India given the range of institutions
involved in regulating technology matters?

The experience so far on cyberspace discus-
sionsin Indiaand abroad illustrates that it is necessary
to involve arange of stakeholders. Of course, the gov-
ernmentisat the heart of thisactivity, butsignificantly
governments have themselves acknowledged the role
and influence of other stakeholders in contributing to
cyberspace activities.

Atthe national level, the most recent example of
the importance and relevance of multi-stakeholder par-
ticipation was during the consultations for the Justice
SrikrishnaCommittee onthe DataProtection Bill in2018.

At the global level, apart from our multi-
stakeholder participation in the meetings of the Internet
Governance Forum, we need to build on our contribu-
tions to the Global Conferences on Cyber Space. This
isimportant because the importance of effective inter-
national cooperation has been raised by the five multi-
stakeholder Global Conferences on Cyber Space held
so far, beginning with the London Conference in 2011
and ending withthe New Delhi Conference in 2017.

Five broad themes for international cooperation
in cyberspace have been identified by these multi-
stakeholder Conferences. These are economic growth
and development, social benefits, international security,
tackling cybercrime and ensuring safe and reliable
access to cyberspace. In addition, the importance of
capacity building in cyberspace, the linkage between
internet security and internet rights, as well as the role
of civil society in cyberspace policies, and universal
access to cyberspace to accelerate development have
been prioritized.

It is worth recalling how India converged her
national priorities in cyberspace governance with her
role as host of the 2017 New Delhi Conference. In her
visionstatement, Indiaemphasized thatthe goal of this
multi-stakeholder meeting wasto ‘promote the impor-
tance of inclusivenessand humanrightsin global cyber
policy, to defend the status quo of an open, interoperable
and unregimented cyberspace, to create political com-
mitment for capacity building initiatives to address the
digital divide and assist countries, and to develop secu-
rity solutions in a balanced fashion that duly acknow-
ledge the importance of the private sector and technical
community.” This needs to be followed up by us to
institutionalize multi-stakeholder participation.
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MIDNIGHT’S MACHINES: A Political History
of Technology in India by Arun Mohan Sukumar.
PenguinViking, Delhi, 2019.

Arun Mohan Sukumar’s book, Midnight’s Machines:
APolitical History of Technology in India documents
the fraughtrelationship between successive Indian gov-
ernments with technology — or, to put it more specifi-
cally, with the problems of crafting policies that can
provide widespread access to technological advance-
mentin India. While governinganationwhose foremost
characteristic isan enormous population, whose liveli-
hoods, social outlook and community structure perceive
technological solutions to be threatening, successive
governments have awkwardly attempted half solutions
that occasionally manage, butalso sustainthe problem.
In many ways, the central puzzle of Sukumar’s
book is interesting in itself: technology, the argument
goes, isacritical ingredient in finally freeing the indi-
vidual from the shackles of community and caste.
After all, the great debates about the transition from
feudalism to capitalism — and thus a shift from lives
lived according to birth based identities, to modern
individualistic living, all acknowledge that the advent
of technological advancement decisively shifted the
balance in favour of a more progressive society.
Theoretically, then, technology should provide a
further means of transcending that central question that
dominates somuchof India’s social realities: birth.
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But the answers to this question —as any Indian
social scientist will know — are tricky, and the fate of
technological access, in many ways, share the same
problems. The concern was that too much freedom in
enabling accessto technology might divest India of its
identity and turn it into one more cog in a fast food
machine. Sukumar’s first chapter deals with the com-
plexities of Nehru’stussle with this question. While on
the one hand, being famous for declaring the Bhakra
Nangal Dam as being a ‘temple for modern India’,
Sukumararguesthat Nehrutook a cautious view of the
potential of technology, arguing that the medium of
technology per se was unimportant, as compared to the
ways in which technology could be harnessed to
develop a better sense of societal conscience. Con-
vinced, Sukumar writes ‘that Indians, if exposed over-
night to the awesome power of technology, would
become beholden to it’; Nehru followed domestic
policieswhichwouldtry to preventthis outcome.

Thestate’s insistence on carefully regulating the
accesstotechnologytoitscitizens, and its monopoliza-
tion over its production — as well as consumption —
meant that access to this medium by the citizen was
heavily restricted. Yet, this insistence produced curious
contradictions. Because of the Nehruvian state’s
uneasiness with technology there wasa curious gap in
the kinds of development in science in India. A genu-
inely mass based technology, such as access to the tele-
vision or radio was markedly delayed in India and



resulted in its citizens lagging behind in their ability to
transcend the challenges of underdevelopment. Yet, in
other spheres — such as research on space, atomic
energy —to use Jahnavi Phalkey’s phrase, ‘Big Tech-
nology’, Indiain factdisplayed considerable achieve-
ments. The problem with this, though, was that there
was never any societal support from the rest of the
food chain—and these devices never truly touched the
average citizen. Astriking demonstration of this is the
fact that I1'T alumni were unable to find employment
withinthe country and, almosttoaman, had to look out-
side the country for their job prospects.

In fact, these contradictions also hampered the
working of the Community Development Scheme
created by Nehru, which ‘was trying to create an
uneasy equilibrium between increased productivity in
villages and small-scale industries, ensuring its users
understood the tools given to them, and limiting the use
of unnecessary machines altogether.” But, in many
ways thiswas an artificial distinction, and the scheme,
unableto overcometheartificial impositions imposed
by the state based on political and social considerations,
largely ended in failure, resulting, Sukumar notes, in
‘A great psychological and material distance arose
between the citizen and the machine.’

This uneasy coexistence between two opposing
requirements continued to manifest itself during the
Indira Gandhi years. Dealtarude shock by the military
defeat to China in 1962, it became clear, the Bhabha
committee report pointed out, there remained urgent
repairs in the transport, defence and communications
sectors. Yet, ‘even where circumstances required the
intervention of the state to bring new technologies
closertothe people, the Indian government proceeded
inthe opposite direction.” For one thing, the specter of
joblosses duetotechnology raised its head in political
rhetoric, and Indira Gandhi chose to come out as an
advocate of this argument to secure her own electoral
interests. One ideawhich seemedto provide aconven-
ient route out of this conundrum was the concept of
‘appropriate technology’. For instance, a young
Amartya Sen suggested, a distinction could be made
between adopting ‘landesque’ and ‘labouresque’ tech-
nologies — for India, landesque technology would be
more appropriate than labouresque, which would
depriveagricultural workers of their living.

Onthewhole, though, Sukumar shows, the Green
Revolution occurred in spite of, rather than because
of, Indira Gandhi’s attitudes to technology. Although
regardedasagreat success story today, the idea of intro-
ducing more mechanizationand seeding technology to

agriculture produced a great deal of resistance. The
arguments against introducing tractors and combine
harvesters, moreover, were more or less in sync with
IndiraGandhi’s concerns: itwould gobble up the wages
of the labourers, increase disparity between rich and
poor landowners in addition to upsetting the ecological
system. The reason that it was set into motion, Sukumar
notes, was a combination of factors that threatened
Indira Gandhi’s premiership: the devaluation of the
rupee, two successive years of drought, and apoor elec-
toral performance.

Theintroduction of computersinto Indiawasalso
subject to the same vexed tussle. Rajiv Gandhi’s tenure
saw a proliferation of the use of Information Technology
in the government. An early form of this was the build-
ing of the platform ‘CRISP’ (Computerized Rural
Information Systems Project) introduced under the
supervision of a civil servantwho spotted the potential
of building acomputerized data set for the work of the
District Rural Development Agency. This later deve-
loped into the NICNET project, designed to enable a
national network of micro computers for digitizing and
sharing dataamongst public institutions. Itsimplemen-
tation, however, was impeded by the unwillingness of
state governments to share information with the Cen-
tre. Itscreation, moreover, Sukumar notes, required the
breaking of over 300 regulations before it could be
launched. Local administrations being unable or unwill-
ingto learn howto enter data, turf wars within govern-
ment departments, and hostility from bureaucrats who
saw the project as a threat to their fiefdoms, ensured
the project’sfailure. Indeed, Sukumar notes, the even-
tual flowering of the Information Technology sector in
Indiawas ‘hardly the culmination of some aggressive
effort by the state to bring computing to the masses. It
occurred overnight, and almostentirely by accident.’

Sukumar’s last chapter, and amongst the most
interesting, details the story of India’s technocrats,
Mokshagundam Visvesvaraya, Vikram Sarabhai and
Nandan Nilekani. In many ways, the diverse history of
these menwas unified by asingle theme: anattemptto
develop asystematized and uniform method that could
collectively uplift the standard of living, while being
bogged down by the complexitiesand variedness of the
reality ofthe lived experience in India. While develop-
ing the platform for Aadhaar to be expanded in govern-
ment, Nandan Nilekani found that the technology could
be deployed in a variety of ways that may not neces-
sarilyringtrue withitsoriginal ideals, butdo align with
the direction of politics, government and the state in
India. Thus the Aadhaar debate has “suffered from ram-
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pantpoliticization and bureaucratic meddling, not just
from Delhi, butalso from the states.’

Indeed, Sukumar argues that the concept of tech-
nology itself is politically fraught: “If, for decades the
Congress has been inclined to see Technology as the
Great Corrupter, itis, to the BJP, the Great Disruptor.’
Modi himselfis far less squeamishaboutbeing seento
betechnologically advancedthan his predecessorsand
also hasbeenable to ‘marshal Hindu pride through tech-
nological platformsinaway thatthe RSS itself, with its
emphasison ‘swadeshi’ values, isambivalentabout.

Sukumar’sbook isarich tour de force of the his-
tory of the Indian state’s relationship with technology,
aswellasthe accompanying social and political issues
aroundit. Itwill definitely serve to enliven the debates
about progress, advancementand developmentaround
India’s ‘rise’. Yet, the question remains: some three dec-
ades after the liberalization of the economy, the inter-
face betweentechnology andthe average Indiancitizen
remainsrelatively limited.

A startling statistic that emerged during the tus-
sle over ‘net neutrality’ between Facebook and India’s
telecom regulator was that less than 30% of Indians had
accessto social media—and possibly the internet. The
direction of the government’s policy with regard to
technology —discouraging or otherwise —may not be
the only reason that this is true. Partly, the lack of
development of technological solutions may well be a
product of various governments’ specific policiesthat
could and should be changed, but may also be indica-
tive of astructural feature of the Indian landscape: the
entrenched, and unchanging fact of its poverty.

Pallavi Raghavan
Assistant Professor of International Relations,
AshokaUniversity, Sonipat

THE NETWORKED PUBLIC: How Social
Media is Changing Democracy by Amber Sinha.
RupaPublications, Delhi, 2019.

OUR typical conceptualization of democratic over-
throwing carries drama: amilitary coup, one swoop of
an executive usurping, or a flagrant abuse of voting
fraud. With our guard against these spectacles, we per-
hapsdid notrealize the vulnerabilities of long-standing
constitutional norms until these structures began to
slowly decay. Although it is true that India has always
feltthe fragility of its deliberative democracy, neweras
bring in new facets of concern. The current moment
of ‘democratic backsliding’ —“the gradual dismantling
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of institutions and mechanismsthat check and balance
the powers of the executive in liberal democratic con-
stitutional frameworks’ —both gives lifetoand isgiven
life by anew digital medium overlaying the sovereign
public as researcher Amber Sinha describes in his
book The Networked Public.

“The move from full-blooded coupstodemocratic
backsliding means that democracies erode gradually
rather than implode rapidly’, Sinhaargues. ‘Ifwe have
to have any chance of arresting this slide, it is impor-
tant to recognize that current trends are not random
events but natural responsesto local and international
incentives.’

These incentives, he finds, are mismanaged by
corporate and state powers equally, culminating inthe
technological dimension of today’s democratic back-
sliding. Sinhamanagesto piece together seemingly dis-
paratetopicstoexaminethisbacksliding’sundercurrents,
albeit with some amount of meandering away from
his original thesis. For readers unaware of the major
technology threads ofthe day in India, the book presents
auseful recap.

On the private player front, the platforms have
created not ‘a marketplace for ideas’ but ‘an informa-
tion architecture... designed to show information
which anindividual may find most engaging, to serve
the advertiser interest.” Sinha snakes through corpo-
rate issues of social media misinformation, short-term
thinking algorithms, the targeted ad economy, the illu-
sion of authoritative content onWhatsApp’s closed net-
works, and the half-hearted, ineffective attempts at
fact-checking. *Although they are run by private cor-
porations, these platforms have become public squares
for discourse without any public accountability, and
have consequently blurred the lines between public
andprivate’, he notes.

On the public front, Sinha integrates political
micro-targeting, government datacollection, polarizing
electoral speech, and the necessary ingredients of plat-
form liability to showcase that the government is no
benign bystander. In fact, the authoritarian state can
reap more benefit from a networked media than meets
the eye.

Ultimately, the book’s stroll through the news-
worthy technological topics of the past few years ends
at his acceptance of some amount of government
regulation of technocrats, but he ruminates for some-
thing much larger. Sinha relies heavily on the founda-
tional work of John Dewey, who spelt out a logical
belief in the possibility of a deliberative society. To
reach such a state, in the technological age, Sinha



champions structural reforms to fix democracy and
capitalism.

Deriding the Chicago School of weak competi-
tion laws as focused only on consumer harm, Sinha
argues that the monopolistic nature of technology
behemoths needto be reigned inby anewage of global
antitrustreform. Inaddition, campaign finance reforms
can put an equal amount of accountability on state
accumulation of power. Sinha s not the first to call for
these structural reforms, nor will he be the last. More
interestingly, he places them at the forefront of a tech-
nology discussion, linking the symptoms to the true
underlying causes.

A fundamentally more competitive market and
competitive democracy will lead to a Dewey’s imag-
ined public, wherein individual choice of information
will inevitably lead to a cooperative, informed public:
a sum of its parts that overshadows its bad apples.
‘Perhaps Dewey’sideal of the public’s social existence,
and the ability to form associations, is where we need
to look. The way ademocracy canwork is if the public
can organize itselfinaway that it can use the informa-
tion that it drew from its social environment to inform
its collective action. Thiswould require acompetitive
market where the public can choose its sources of
informationand recognize privately owned platforms
as public forums and have meaningful mechanismsto
engage and associate with’, he writes.

Right now, the pie remains mostly bad apples
because of the growing authoritarian powers that be,
in Sinha’s eyes. Information arenas of passive think-
ing, echo chambers, political micro-targeting, polariz-
ing speech, and the like overwhelm the market. They
have become the features caused by and causing the
democratic backsliding of the recent moment.

While Sinha’s ability to understand the citizen’s
precarious positioning between corporate and state
influence allows for an even-handed prescription, ifa
reader fundamentally disagrees with Dewey’s optimism
and freedom in choice, they might find the remedy
shallow even if the diagnosis is clear. Sinha does dis-
sect the beliefs of Dewey’s foil, Walter Lippman, who
saw an informed citizenry asan unattainable goal. But
this Dewey-Lippmandichotomy doeslittletoilluminate
the realistic manipulations that even an open market-
place of information platformswouldstill grapple with.
Ifany platform were built with the most addictive fea-
tures ofacasino, wouldthe citizen’s choice in platforms
be any different? Would enough people choose plat-
forms that prioritize the aspects of deliberative demo-
cracy that Sinhailluminates? Does one asareader have

similar faith and trust in an individual’s desire and
strength for an informative public?

The merits of suchacampaign remain debatable.
Nonetheless, Sinharemindsus, itisagoal worth fight-
ing for, attainable or not.

Karishma Mehrotra
Journalist, “The Indian Express’

PRIVACY 3.0: Unlocking Our Data-Driven Future
by Rahul Matthan. HarperCollins, Delhi, 2018.

INDIA’S large state apparatus has always been Janus-
faced: holding out the promise of greater public good
often at profound human cost. Our newer digital infras-
tructures repeat this motif: harnessing our datatodeliver
services, butraising the price that we pay —the cost of our
privacy. Howmightthe law help navigate thistension?

In this context, Rahul Matthan’s provocatively
titled book, Privacy 3.0: Unlocking Our Data-Driven
Future, sets out on an ambitious project: to trace the
evolution of privacy in society, connect it to recent
Indian developmentsand provide analternative frame-
work for privacy regulation. Ultimately, the central the-
sisofhisbookisthatacertaininevitable patternemerges
inthe way that society reacts to new technologies: first
rejecting them because of privacy concerns, buteven-
tually accepting them to harness their benefits.

This optimistic belief in the synthesis that tech-
nology can create for society from the dialectic between
surveillance and privacy, is in many ways aligned with
Matthan’s long career asa prominenttechnology law-
yer in India. He co-founded Trilegal (a leading Indian
law firm) in 2000, and headed their technology, media
and telecommunications practice until March 2020.
He advised technology firms throughout his career
while also keeping up a healthy engagement with
policymaking on various aspects of technology. This
book is therefore deeply personal: part memoir, part
policy proposal and partly an assertion of Matthan’s
views on privacy given his experience. It is written
engagingly with a pacey narrative style that can reach
across section of non-specialist readers.

Privacy 3.0isstructured in three parts— “Privacy
1.0’ paintsthe evolution of privacy in broad strokes from
thetimes of early humans to the 20th century; “Privacy
2.0” begins the more serious intellectual engagement
with the reader taking us through the expansion of the
legal right to privacy with a particular focus on India.
Here, Matthan deftly weaves hisownrole into the nar-
rative, charting the behind-the-scenes race to create a
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privacy legislation for India between 2010 and 2014;
‘Privacy 3.0’ sets out Matthan’s proposals for an
alternative framework for data protection regulation.

If Matthan’s own story ismingled with the narra-
tivearc of thisbook, the other protagonist pervading its
pages is the Aadhaar project. Many of the motivations
for writing this book are drawn from the Aadhaar
architecture which forced India to confront the ques-
tion of whether privacy isafundamental right guaran-
teed by our Constitution. The book’s prologue frames
its relevance powerfully against the Aadhaar debate,
butthis framing remains unfulfilled: the book does not
directly lay out a stance on the Aadhaar project’s pri-
vacy features.

No doubt this was because the Supreme Court’s
judgment on the constitutionality of Aadhaar had not
beendelivered whenthe book wasreleasedinJuly 2018.
Matthan’s view will need to be complemented by other
parallel stories of bureaucrats, technologists and acti-
vists that are beginning to emerge, such as Reetika
Khera’s edited volume, Dissent on Aadhaar and N.S.
Ramnath and Charles Assisi’s The Aadhaar Effect. The
resultinthisbook however, isthatthe long, unresolved
shadow of Aadhaar extends across the book after its
bombastic prologue, leaving the reader yearning formore:
anunexpected homage to our ephemeral privacy rights.

The strongest parts of this book are those that
draw out the legal history of privacy, as the transition
from Matthan’s construct of “‘Privacy 1.0’ to ‘Privacy
2.0’ takes place. Before this, despite the striking
imagery (most notably of a pair of zebras in the Masai
Mara), the early chapters exhibit an unnerving over-
simplification of the development of pre-modern soci-
eties and privacy. Privacy is cast as non-existent in
hunter-gatherer societies based on generalizations
about the human development of certain tribes and
broad assertions about social developmentinall early
societies. For instance, the book asserts that the con-
ceptofa ‘self’did notexistinearly societiesand itwas
created (along with the need for privacy) by the inven-
tionofwalls.

Cansuchgeneralizations be made acrossall pre-
modern societies? Are they rooted in political theory,
history, philosophy, psychology orall of these disciplines?
This heavy-handed approach is discarded as the book
proceeds into the more modern history of privacy in
17th-20th century Britain and the United States. This
story is recounted through the personal lives of key
figuresinthe evolution of privacy law including Queen
Victoria and Prince Albert in Britain, and Samuel
Warrenand Louis Brandeis who co-authored one of the
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mostinfluential legal articles in privacy jurisprudence
in1890-‘The Rightto Privacy’—inthe UStohighlight
the human sides of many legal milestones. For instance,
Matthan draws on a little-known fact that Samuel
Warren had a sibling who was homosexual. This was
particularly sensitive in 19th century America which
was openly hostile to homosexuality, throwing new
lightonWarren’s motivations for writing thisarticle.

The most compelling part of the book relates to
constitutional choices relating to privacy rights made
by members of the Constituent Assembly of Indiainthe
1940s. The impact of these choices are traced through
theagesuntil, sixdecades laterin 2017, a9-judge bench
ofthe Supreme Court pronouncedthat privacy isaright
guaranteed by the Indian Constitution. Matthan’s
research into the role of various members of the Cons-
tituent Assembly, B.N. Rau in particular, are a delight
to read. They reveal eerily familiar trade-offs that
policymakers continue to confront when considering
how (and how much) to protect individuals’ privacy
against state imperatives, including the trump card of
national security.

Finally, Matthan sets out his Accountability Model
for data protection regulation. He seeks to move to a
more permissive approach for firms using personal
information, focusing on ‘remediation rather than on
punishment.” This view can seem disconnected or
overindulgent giventhe growing global recognition of
the enormous scale on which technology failures can
harm individualsaswell as political, social and welfare
systems. By placing the onus on a class of ‘data audi-
tor’ intermediaries to keep firms honest, Matthan pro-
poses abandoning the existing, ineffective approach of
user consent-led regimes. The focus onaccountability
of providers is welcome, although the framing belies
the author’s forgiveness of data-driven systems mak-
ing ‘small algorithmic mistakes’ that create ‘inadvert-
ent errors.’

Optimismand advocacy for technology-friendly
regulation emerges as a clear theme from the book;
although privacy is cast in the title role, it appears that
technology isthe real star. Some concernswould arise
for privacy advocates in the ‘technology versus privacy’
framing; indeed, many (including thisreviewer) see pri-
vacy asanenduring value like others in society such as
fairness, accountability and security whichtechnology
can be builttoaccommodate to varying degrees, rather
than as a zero-sum game.

Overall, Matthan has written an edifying, read-
ablebook which blazesatrail for more accessible books
on Indian law to follow. Popular science, popular eco-



nomicsand even popular history have created pathways
intodisciplinesthatare ofteninaccessible. With Privacy
3.0, Matthan strikes out to create a niche for ‘popular
law’ writing in India—onatopicas complexas privacy
—which will continue to raise byzantine conundrums
forregulation inthe yearsahead. Thatis no mean feat.

Malavika Raghavan
Dvara Research, Mumbai

DOES INDIANEGOTIATE? by Karthik Nachiappan.
Oxford University Press, Delhi, 2019.

FOR years we have been battling to understand how
Indian officials negotiate abroad. So far, there has been
little more than inferential and anecdotal analysis.
There have been suggestions that Indian negotiators
reflect cultural and religious traits, based on the Hindu
caste hierarchy or the strategic principles of the
Arthashastra. Others have pointed at ideological
drivers, based on India’s post-colonial, anti-imperialist
and non-aligned rhetoric. In Stephen Cohen’s seminal
book, Indiais described asa perpetual naysayer, acoun-
try that ‘can’t say yes.” Many retired officials in the
West, inturn, have described India’s negotiation style
as obstinate, defensive or even obstructionist.

But the proof is in the pudding —and in scholar-
ship that means evidence. Karthik Nachiappan’sbook
isaformidable feast of empirics based on four in-depth
case studies. He helps us understand the ‘logic’ of
India’s multilateral behaviour, which he describes as
‘sober, rational, driven by interests and institutional
capacity’ (p. 10, 191). India may not be a proactive
rule maker, but it is also not a passive rule taker.
Indeed, in some cases it has been a rule breaker, but
in most instances, the book argues, India’s dynamic
negotiation style presents the country asarule shaper.

He forwards that Indian officials negotiate based
on flexible interests that adapt, varying institutional
capacity, and different degrees of influence from
domesticinterestgroups. His four case studiesare short
but specific and deeply researched, based on multi-
lateral archives, interviews and other primary sources,
reflecting the value of historical and case study meth-
odology to understand the many undiscovered logics of
Indianforeign policy.

On the WHO’s Framework Convention on
Tobacco Control (FCTC, 2003), he defines India’s
negotiationapproachas ‘pointed and pragmatic’ based
on a “fortuitous partnership’ (p. 37) between the gov-
ernmentand domestic lobbies, leading to simultaneous

changes in domestic tobacco control legislation
(COTPA). On the UN’s Framework Convention on
Climate Change (FCCC, 1992), he describes the poli-
tical rationale of India’s ‘defensive strategy’ (p. 54),
which helped to reframe negotiations to focus on
equity and financial assistance for developing countries.

On the Comprehensive Nuclear Test Ban
Treaty (CTBT, 1996), India ‘strove to negotiate atough
CTBT that placed symmetric expectationsonall [Con-
ference on Disarmament] member states’ (p. 99), and
its position only hardened after the indefinite extension
of the Non-Proliferation Treaty. Finally, on the World
Trade Organization’s Uruguay Round (1993), India’s
negotiation was ‘tough but pragmatic and rational’
basedona “practical, yetsober, approach’ (p. 143).

Overall, Nachiappan’s superb book throws light
onfourdifferentdimensionsin India’s negotiation pro-
cesses that deserve further research. First, coordina-
tionissues: the case studies show how the interestsand
organizational cultures of different ministries have at
times either aligned or clashed. For example, on the
FCC, the ministries of External Affairs (MEA) and
Environment and Forests had different mandates
abroad, which were eventually harmonized. As inter-
national negotiations become increasingly complex,
forexample ondatagovernance, artificial intelligence
or the outer space, it is unlikely that we will see the
MEA remaininginthe lead asitusedto.

Second, the role of external expertise in shaping
the government’sinterests: onthe FCTC, forexample,
evidence based research from civil society experts
helped negotiators internalize that the tobacco indus-
try benefits were outweighed by long-term health costs
of tobacco consumption. Similarly, in the case of the
FCC, think tanks like TERI and the Centre for Science
and Environment played a determinant role in shifting
India’s initial ‘defensive position’to a more informed
focuson “differentiated responsibilities’. Ontrade, the
book illustrates the influential role of the Federation of
Indian Chambers of Commerce and Industry (FICCI)
or the National Association of Software and Services
Companies (NASSCOM) and other organizations as
sources of technical expertise, rather than just political
lobbying. Withthe Indian Foreign Serviceand the overall
bureaucracy more constrained than ever, a variety of
domainspecialistswill have tostepinto help bridge new
knowledge gapsand support India’s negotiation stance.

Third, the case studies also show the crucial role
of political leadership of Prime Ministers, whether
Vajpayee’s personal interest in regulating tobacco use
or Narasimha Rao’s determination to join the Agree-
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ment on Trade-Related Aspects of Intellectual Prop-
erty Rights (TRIPS) despite fierce domestic opposition.
Eventually, the buck stops with leaders, and to assess
the salience of public opinionitwould helptofocusona
few case studies under weak coalition governments.
Dogovernments cave into political pressurestoensure
re-election, or do they sometimesalso use these domes-
ticforcesasanexcuseto increase their diplomatic bar-
gaining power?

Fourth, howmuchofaproactive role should India
take in negotiation processes? For all the talk about
Indiaas a ‘leading power’, Nachiappan’s book shows
usthat multilateral negotiationsare complexand costly,
consuming vastdiplomatic resourcesand often stretch-
ingonforyears. He arguesthat Indiamay, therefore, not
wantto bite off more than its negotiators can chew. On
the other hand, many regional neighboursand other deve-
loping countriesalso expect Indiatorepresenttheir inter-
ests, more than ever: in the case of the FCTC, for
example, WHO/SEARO countries delegated negotiation
responsibilities to Indiabecause itwas ‘relatively more
knowledgeable ontobacco control’ (p. 33). Will Indiabe
able to balance its restrained approach, limited capa-
bilitiesand rising demands to shape global governance?

Nachiappan’s book notonly offers extraordinary
insights into four multilateral negotiation processes, but
more broadly also offers an excellent contribution to
understand how Indian officials seek to maximize their
country’sinternational influence. However, beyond skill
and expertise, India’s negotiation capacity willhinge on
itscrude capabilities at home, whether economic, mili-
tary or scientific. Bothinthe CTBT and WTQO negotia-
tions, Nachiappan mentionsthat Indian officialsat times
‘implored’ their counterparts to accommodate India’s
interests (p. 122, 160): a more prosperous and power-
ful Indiawill hopefully equip its negotiators to hence-
forthbe inabetter position atthe diplomatic high table.

Constantino Xavier
Fellow, Foreign Policy and Security Studies,
Brookings India

THE NEW WORLD DISORDER AND THE

INDIAN IMPERATIVE by Shashi Tharoor and
Samir Saran. Aleph Book Company, Delhi, 2020.

THE book, whileanalysing the newworld disorder, dis-
cusses some of the most significant developments of
global significance inthe post-Cold Warworld prior to
the Covid-19 pandemic. By engaging readersin seve-
ral macro concerns, the study interweaves innumerable
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issues and events around the themes, including the
decline of the rules-based international liberal order
promoted by the USA, challengesto peace buildingand
sustainable development, problems associated with
regulating cyberspace, normative foundations of anew
world orderandthe Indianimperative.

The authors, with their diverse experience in
policy-oriented work, have presented an eminently
readable discourse on the central theme by marshal-
lingabundantwealth of empirical and statistical evidence
to sustain most of theirarguments. Two recurring argu-
ments, however, that virtually bind this entire effort
together could be placed thus. First, there are diverse,
continuing and growing tensions between the forces of
globalization, onone hand, and those of national sover-
eignty, on the other. In fact, whenever the forces
unleashed by globalization are incompatible with the
national interest of powerful states, the latter deploy
national sovereignty to combat them. Second, asym-
metrical power relations between the developed and
developing countries that characterize the disorder
need to be placed inahistorical context of the colonial
past of the latter countries. Evidently, the normative
foundations of anew world order can be builtwith con-
crete economic assistance of developed countries to
developing countries. Keeping thisinview, letme pro-
ceedtotakeaquick overview of thistravail.

Theterm ‘global governance’ is often used to des-
cribe processes and institutions by which the world is
governed. In contemporary times, it has witnessed a
plethoraofdiscontents. For instance, developments like
9/11andthe financial crises of 2008 had global ramifi-
cations in terms of dealing with transnational terrorist
outfits such as Al Qaeda and handling recessions the
world over. Similarly, the major powers, in their own
ways, have contributed to the discontent. The USA’s
military interventions in Iraq in 1991 and 2003 as the
United Nations (UN) almost became complicitin war
crimes; Russia’sannexation of Crimeaand exercise of
the veto in favour of an aggressive Syria, and China’s
refusal to designate Masood Azhar as awanted terrorist
are cases in point.

Besides sovereign states, regulating non-state
actors like the multinational companies (MNCs) too
have added to the problems of governance. Ironically,
the MNCsby 2019 had $40trillionin revenuesand $186
trillioninglobal assets. Further, Wal-Mart had emerged
as the 24th largest in terms of GDP, and 75% of the
Fortune Global 500 MNCs belonged to G7 countries.
Moreover, the rapid spread of deadly diseases such as
SARSand HIV have allowed the MNCsto monopolize



intellectual property rights overthe corresponding drugs
used for their treatment. In aword, the post-Cold War
order built on democracy and free markets has been
facing aqueer intersection of problems stemming from
internetand Al related technologies, politics of identity
and growing inequalities betweenand within the states.

The challengestothe US-led order have also been
accompanied by a gradual shiftin power centres from
the West to the East with the spectacular rise of China
as an economic powerhouse. Apart from making a
reference to new groupings like G20, Asian Infrastruc-
ture Investment Bank (AlIB), Shanghai Cooperation
Organization (SCO) and the Brazil Russia India China
and South Africa (BRICS), the authors draw attention
to the lack of adequate representation of the emerging
countrieswithininstitutions like the UN and the Inter-
national Monetary Fund (IMF). Infact, in order to gain
greater legitimacy most of the institutions related to
global governance require drastic restructuring.

As faras maintenance of peace is concerned, the
USA strove torestore peace and order in Somalia, Iraq
and Syria. Under Responsibility to Protect (R2P) the
USAanditsalliesintervened in the domestic affairs of
developing countries to restore peace in Afghanistan
and Libyaalthoughthe UNSC resolutionon Libyafailed
togetthe endorsement of BRICS countries. Further, the
Human Rights Council Resolution of 2018 was down-
played by China, sofarasindividual rightsare concerned,
by emphasizing the role of the state in socio-economic
development. This stance covered up for China’s
repression of human rights in Tibet and Xinjiang. In
essence, while implementing projects of peace, pow-
erful statesare difficulttodiscipline. Strangely, person-
nel from Afro-Asian and Latin American countries
contribute 90% to the UN peacekeeping force.

Furthermore, unfettered industrialization, unsus-
tainable consumption patterns, rising temperaturesand
emission of greenhouse gases only underscore the
urgent need to resolve climate related problems while
managing sustainable development. The authors delve
into history, and place developed industrial states and
theirasymmetrical ties with post-colonial states inthe
contextofimperialism. Despite the adverserole played
by the MNCs, especially oil companies and the com-
mercial banking industry, in plundering the resources
throughaformofecological imperialism, the developed
world seems disinclined to part with even a slightly
greater share of their GNP through aid to boost pros-
pects of environmental development. The so-called
principle of common but differentiated responsibility
continuesto be hotly contested owing to the unwilling-

ness of the developed world to take on the problems of
the planet. Onthe contrary, instead of legally shoulder-
ing responsibilities to clean the planet, the developed
world was keen on forcing reforms on developing
countries by adding to their burdens in the failed
Copenhagen Earth Summit of 2009.

By grappling with the emergence and possibili-
ties in regulating cyberspace, the authors vividly por-
tray an ongoing clash between the natural drive of the
Internet to capture global space in a libertarian order
and protectionist impulses of state directed capitalist
economies like China to bring the activities of the
Internetwithinthe jurisdiction of asovereignstate. The
analyses cover a gamut of issues related to wars in
cyberspace such as the Arab Spring and I’affaire
Snowden that affected social movements and influ-
enced the functioning of governments. It refers to the
functioning of several search engines and explicates
how ‘data is the new oil’ and can be used after refine-
ment. The discussion on ongoing Sino-US struggles
for cyber hegemony and possibilities of digital authori-
tarianism also find a place. The book concludes by
situating India in this disorder. It takes an optimistic
view of India and its steady rise by discussing India’s
roleasatorchbearer ofthe liberal order, abalancer and
adevelopment power.

Inthe end, let me make two critical points. First,
since the dependency theories began to enjoy a sway
over social science literature in the 1970s, it became
an accepted norm and practice to trace the origins of
the development of underdevelopment to unequal
relationships between the developed and developing
countries. However, how long can one keep on blam-
ing external powers and forces for the lack of develop-
ment in post-colonial states? The question as to why
people in most of the post-colonial states did not suc-
ceed inbuilding robust institutions by organizing their
states and societies in a manner that synthesize social
cohesionand overall developmentstill begs ananswer.
Of course, one needs to take a differentiated view of
developmentsinthe heterogeneous range of countries
that constitute the global South. Second, a substantial
proportion of the last chapter dealing with the Indian
imperative is repetitive. Brevity could have driven the
central arguments more sharply. Onthe whole, the text
is remarkable and a must read for scholars in policy
studiesand students of global politics.

Rajen Harshé
Founder and former Vice Chancellor,
Central University of Allahabad
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BACKSTAGE: The Story Behind India’s High
Growth Years by Montek Singh Ahluwalia. Rupa
Publications, Delhi, 2020.

THIS is a long, rich, stimulating read written in an
engaging style with superbly clear capsule explana-
tions of complex policy issues. Insider accounts of
the making of economic policy in India (indeed any-
where) are not all that common. The accounts of
I.G. Patel, Duvvuri Subbarao and Venugopal Reddy
are the ones that come readily to mind. This volume is
closest to Patel’s in that it is written by an outsider
inducted into government service, rather than a career
civil servant. This is a breed that is common in both
the USandin France butstillall toorare in India. Inthe
book, the author adds Manmohan Singh, Vijay Kelkar
and Bimal Jalan to this select group. Perhaps they too
willoneday oblige.

I cannot claim to be a disinterested reviewer,
although I trust I am not uncritical. The book’s chro-
nology has reminded me of my own association with
the author over more than a half-century. I first knew
Montek, as he is universally called, at Oxford. He
reached there two years before me, and was a celebrity
for the triple distinctions of being a Rhodes Scholar
(housed at the same college as me), earningarare con-
gratulatory First (division) in hisundergraduate finals
inPhilosophy, Politicsand Economics (also my field, so
| heard tales of his brilliance from college tutorswhom
we had incommon) and for attaining the Presidency of
the Oxford Union.

I followed him nexttoaWorld Bank transformed
by Robert McNamara’s arrival as President in 1968.
Montek had recently married Isher Judge who worked
at the International Monetary Fund and we met fre-
guently in the same circle of friends. As he describes,
Manmohan Singh encouraged him to apply from the
World Bank for avacancy as Economic Advisor inthe
Ministry of Finance. Once selected, Montek, Isherand
their two-year old son returned to Indiain 1979 arriv-
ing at a time of political and economic turmoil which
lasted for much of the following decade.

The first half of the decade included Indira
Gandbhi’s return to power, a programme with the IMF
following the second oil shock, Operation Bluestar
againstthe sanctity of the Golden Temple, Mrs Gandhi’s
assassination, and anti-Sikh riots in Delhi. Thiswas a
deeply distressing time, particularly for a Sikh couple
living in Delhi. The massive parliamentary victory
of Rajiv Gandhi in the 1984 election led to a move in
1985 fromthe Finance Ministry to the Prime Minister’s
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Office (PMO) as Additional Secretary (later Special
Secretary), the first step in the transformation into a
governmentdecision-maker.

The sustained decline from Rajiv’s triumph to
histragicassassination and the political and economic
debacle of 1991 was witnessed by Montek first from
the PMO and then a move to Commerce Secretary in
1990 in the Chandra Shekhar government, with
Subramanian Swamy as his minister. Much in the
book about this period was new to me as | worked and
lived abroad at the time. The sympathetic depiction of
Rajiv Gandhiwas one surprise. Despite (or because of)
his prior reluctance to get involved in politics, Rajiv
was able to envision the India that now surrounds us:
youthful, middle-income (if not yet middle class), tech-
friendly and aspirational. He also assembled a loyal
team, inside and outside the bureaucracy, toimplement
some of his ideas. His lack of political experience was
hisundoing: the handling of Bofors; the response to the
Shah Bano judgement; his differences with V.P. Singh
among others in his initial cabinet and his inability to
force change within his own party despite aparliamen-
tary triumph of hismaking.

The book also helped me to see V.P. Singh in a
new light; I had previously only associated him with
the decision to implement the recommendations of
the Mandal Commission on reservations for the
Other Backward Classes (OBCs), the politics of which
Montek explains. As Finance Minister with Rajiv
Gandhi he articulated along-term fiscal policy frame-
work, designed to help the private sector anchor its
investment decisions. This inter alia can be seen as
recognition thatthe private sector needed to be enlisted
as a partner in India’s development rather than just a
goosetobe plucked. He concurrently initiated a series
of indirect tax reforms in 1987 which set India on the
road to the constitutional amendment enabling the
Goodsand Services Tax (GST) in 2017.

Alsointeresting is the discussion of the so-called
‘M document’: labelled as such when a version of the
document was leaked in the press with the identity of
the author being guessed at but not known. To my
knowledge this is the first full account of how this
influential document came to be written, and acknow-
ledgement by Montek of his authorship. V.P. Singh
commissioned the documentin his brief year as prime
minister from Montek (still at the PMO despite the
change in government). The request followed a joint
visit to Kuala Lumpur where Malaysia’s evident eco-
nomic progress impressed the prime minister. Despite
complicated coalition politicswhichwere left-leaning,



the PM directed that the document be scheduled for
formal inter-ministerial discussion at the secretary
level, chaired by the cabinet secretary, a further indi-
cation of V.P. Singh’s open-mindedness on reform.
Montek graciously notes that the two-day discussion
of the paperamong his bureaucratic peerswas ‘among
the most stimulating discussions | have had in gov-
ernment’ (p. 109).

The 34-page document (titled ‘Restructuring
India’s Industrial, Trade and Fiscal Policies’) allowed
Montek to apply hisexperience of adecade ingovern-
ment to address what he had long regarded as India’s
central economic challenge: “how to break out of the
low-growth trajectory and ensure that higher growth
would benefit lower-income groups in sufficient
measure’ (p. 40). The paper itself is succinctly sum-
marized in the book. Its core argument was that the
fight against poverty could advance more quickly
through greater integration with the global economy.
Thirty years later these ideas are more widely accepted,
if once again under challenge. At the time external
engagement was still seen by much of the Indian
policy elite as leading to economic and diplomatic
vulnerability and not a way to attain enhanced eco-
nomicresilience.

The paperargued that policy coherence required
coordinated action across several central government
organs, particularly the Ministries of Finance and
Commerce as well as the Reserve Bank of India. Such
coordinated action was incompatible with the machin-
ery of government decision-making where proposals
rose vertically to a single minister. The instruments of
coordination at the apex level (the PMO, the Cabinet
Committee on Economic Affairsand the Committee of
Secretaries) were political mechanisms for brokering
inter-ministerial differences, rather than instruments
for creative, collaborative problem solving at the work-
ing level. These issues, serious enough when a single
party dominated government, were even more intrac-
table whenacoalitionwasin power.

The moment was not yet propitious for these
ideas. Chandra Shekhar replaced V.P. Singh; the first
Gulf War intensified a balance of payments crisis
already underway through fiscal excess; the Congress
party withdrew its outside supportand fresh elections
were held in May and June 1991.

The above accounts for the firstthird of the book.
The remaining two-thirds covers the high noon of
Montek’s professional career, continuing as Secretary
in Commerce and then moving to Secretary Economic
Affairs in the Finance Ministry while Manmohan

Singh was Finance Minister. This was during the full-
term, if fragile, government of Prime Minister
Narasimha Rao (1991 to 1996). That term was deeply
impacted by the demolition of the Babri Masjid in
December 1992 and consequent Mumbai bombings
in the following year, as well as division within the
Congress party. The result was defeat in the parlia-
mentary elections atthe end of itsterm. These political
developments, as well as the fraud in government
securities markets perpetrated by Harshad Mehta in
1992, overshadowed the remarkable recovery of the
economy, allowing the government to exit from its
IMF programme within two years.! Over this period
Montek was designated Finance Secretary and con-
tinued to serve as such in the two brief successor
United Front governments until the full-term govern-
ment of the National Democratic Alliance (NDA)
helmed by Prime Minister Vajpayee was voted into
officein1998.

With the change in government Montek elected
to move to the Planning Commission as Member, then
a brief stint in Washington DC when selected by the
IMF Board as the founding Director of the Independ-
ent Evaluation Office (IEO). There he was instru-
mental in setting up procedures and protocols that
have helped that office mature over the last twenty
years despite an inherently tricky relationship with
management and staff.2 His term there was cut short
by aninvitationin 2004 by Prime Minister Manmohan
Singh to return to India as Deputy Chairman of the
Planning Commission (with Cabinetrank) and he served
the nation in that role for a decade. While Manmohan
Singh has continued in public life, Montek has chosen
nottodoso.

The later parts of the book are as much thematic
aschronological. They provide aninsider’s view of the
1991 reforms, as well as of the achievements of the
two UPA governments led by Manmohan Singh: fast
growth, reduced poverty, elevation to the top table of
economicdiplomacy asamember ofthe G20 Leaders’
Group to respond to the 2008 global financial crisis

1. I was witness to these economic and political developments
in Mumbai on a two-year leave from the World Bank (1992-94)
working with Governor C. Rangarajan and S.S. Tarapore at the
RBI on the monetary, banking and capital markets follow-up
to the 1991 reform package. This engagement led later to my
participation inthe 2007 Committee on Financial Sector Reforms
convened by Montek from the Planning Commission and chaired
by Raghuram Rajan, thenteaching at the University of Chicago.

2. As the book observes, this experience motivated Montek’s
attempt to set up an independent evaluation function in India,
which, like the Planning Commission, was abolished by the Modi
government soon after it took office.
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(with Montek serving as the PM’s G20 “sherpa’),
rapid recovery (without IMF help) from the shock of
that crisis; and the major strategic breakthrough of
the civil nuclear deal with the (surprisingly sympa-
thetic and far-sighted) Republican administration
of George W. Bush. This was in the face of stiff ideo-
logical resistance from the left parties in the UPA-1
coalition.

These were largely achievements of UPA-1.
Re-election in the midst of a global crisis was an
achievement but in a reprise of the Rajiv and Rao
governments, the latter years of UPA-2 were marked
by asouring of public perceptions which led to the con-
vincingvictory of Narendra Modi inthe 2014 election,
amandate renewed with equal vigour five years later.
Multiple explanations are available for this defeat:
need for a change after ten years, slowing growth,
rising inflation, shifts in ministerial portfolios, the
compulsions of coalition politics and allegations by
important constitutional bodies of large losses to the
exchequer in the allocation of natural resources. The
book provides a stout defence against these charges
but in politics it is perception that matters. The book
ends with an epilogue commenting on the economic
management of the first Modi government and the
economic prioritiesatthistime. Itwas written literally
days before the enormity of the Covid-19 crisis in
multiple spheres—medical, social and economic—was
recognized.

Inan already long review, space permits reflec-
tion on only a few of the themes that run through
the volume. The book’s advance publicity highlighted
an occasion when the prime minister asked Montek
if he ought to resign. They were on an official visit
to New York when, at a public briefing in Delhi, then
Congress Vice-President Rahul Gandhi rubbished the
government’s decision to introduce an ordinance that
would have spared Lalu Prasad Yadav, a Congress
ally, from having to resign his seat in Parliament as
instructed by the Supreme Court. Montek dissuaded
the prime minister from doing so, a recommendation
he does not regret, and which he defends in the book.
This episode speaks to the long personal and pro-
fessional association between these two talented,
reserved and occasionally controversial individuals.
Each of them started out as a cosmopolitan techno-
crat at a time when India was suspicious of foreign
engagement. Working with others they chose their
moments to persuade the political class to follow
a changed path on both the economy and in foreign

policy.
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Despite these considerable achievements, at
several points in the book Montek rues that political
supportfor liberal reform has at best been hesitant. He
pithily describes the cautious continuity of policies as:
‘astrong consensus for weak reform’ and the mechan-
icsofachieving change as ‘reform by stealth’. As Aus-
tralia’s Ross Garnaut?® has noted, it takes committed
leadership for any political party to reject policies
associated with its past leaders even as the world
changes around them. China was lucky with Deng
Xiaoping who had the skills and power to reframe the
legacy of Mao, and Australia’s Labour Party rejected
four decades of inward-looking policies under Bob
Hawke and Paul Keating not soon after. The Congress
party left reform to the technocrats who made as good
a fist of it as they could. More puzzling has been
the caution of the BJP, less encumbered as it is by the
political baggage of the past.

Despite this political hesitancy the India of
2020 isavery different nation from the India of 1990.
The Vajpayee government (NDA-1) marked the start
of a run of five consecutive full-term governments
with coalition leadership rotating between the two
national parties. This marks impressive maturity fora
polity of India’s diversity and demography in the face
ofthe stresses of fast growth, urbanization and dramatic
shifts in social and gender status. The epilogue to the
book reminds us of the large unfinished economic
agenda (agriculture, human development, transparent
banking, labour-intensive manufacturing, infrastruc-
ture and labour market informality among them) after
fifteen years of Congress-led coalitions and eleven
years under the BJP. Equally the continued opacity of
electoral finance and the ills that it breeds, our creak-
ing judicial and policing systems, and an unreformed
senior civil serviceareall fixable drags on our progress.
Despite these infirmities, and a fair amount of blood-
shed along the way, this seemingly ramshackle struc-
ture hasso far provenresilient. The Covid-19 viruswill
testthis resilience as perhaps never before.

Suman Bery

Global Fellow, Woodrow Wilson
International Centre for Scholars,
WashingtonDC

3. Ross Garnaut, ‘India, China and Australia: Lessons from

Different Paths in Economic Reform’. The 2004 Sir John
Crawford Lecture, National Council of Applied Economic
Research (NCAER), New Delhi, 28 September 2004. https://cpb-
ap-se2.wpmucdn.com/blogs.unimelb.edu.au/dist/a/142/files/2016/
01/India-China-and-Australia-2004-1Ixg97x.pdf. Lastreviewed 17
May 2020.
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In memoriam

Ashok Desai 1932-2020

IT was Madhu Dandavate, Minister of Finance in the
Janata government, who, in December 1989, brought
Ashok Desai from Bombay to Delhi. Ashokbhai came
to the capital as the Solicitor General of India, inwhat
was part of Soli Sorabjee’s (the then Attorney General)
teaminthe V.P. Singh government. Once here, he never
went back.

Ashokbhai’s shift to Delhi left behind a void in
the Bombay Bar, which was never quite filled. To fully
understand his place in the pantheon, a little digression
is required. The Bombay Bar (to the unfamiliar) was
the premier Bar of India from the 1950s all the way till
the mid-80s. It gave to independent India its first
Attorney General, Motilal Setalvad, and its first Chief
Justice, Justice Harilal Kania. In the fifties, itsunques-
tioned leader was Sir Jamshedji Kanga, who in turn
made way for his two Chamber Juniors — Nani
Palkhivalaand H.M. Seervai.

Active private practice, however, soon eluded
both of them, as Seervai went on to become Advocate
General of Maharashtra, and thereafter, spent many
yearsasA.G., away from his practice, writing his mag-
numopus, Constitutional Law of India. Nani too, soon
left active practice and settled down in the comfort of
the fourth floor (management) of Bombay House.
He would occasionally leave the Tata boardrooms to
argue importantconstitutional cases: R.C. Cooper (the
bank nationalization challenge), Madhav Rao Scindia
(the privy purses case) and, of course, Kesavananda
Bharti (the fundamental rights case). He also would
step out once a year to address a large crowd, in one of
Bombay’s maidans, to speak on the Union Budget.

So, with the partial exit of these stalwarts, the
baton was handed over to two other chamber mates
from Kanga’s stable —Fali Nariman and Soli Sorabjee.
Theirs was a fierce rivalry that lasted through a large
part of their lives, and propelled both to the pinnacle of
not only the Bombay Bar, but also the Supreme Court
Bar. However, Fali left Bombay for Delhiin 1972, and
Soliin1977. Thevoid post Soli’s exit, leftthe Bombay
Bar without any one undisputed leader. Anil Divan in
the Writ Court, along with young Atul Setalvad, a bril-
liantK.S. Cooper, asuccessful Ashok Desai, and avery

young Igbal Chagla, all made their mark, butnone quite
dominated the scene.

Allthisprevailedtill the middle of April 1982. The
date isclearly etched in my memory because my friend
Navroz Seervai could not come to Delhi onthe 17th of
April 1982, to attend my wedding with Manik. He was
instructing Ashok Desai inthe Antulay case. Ashokbhai,
despite a large commercial practice, had been no
stranger to fighting for public causes. He had fought
the case against the banning of Vijay Tendulkar’s play
Sakharam Binder; appeared for Piloo Mody in the
Backbay Reclamation case; and during the Emergency
had appeared for the Bombay Law Reporter. But, the
Antulay case was to define Ashokbhai more than any
other. Justice Lentin’s judgement not only unseated a
Chief Minister, it also coronated Ashokbhai as the
undisputed leader of the Bombay Bar.

Those in the know inform me that after the
Antulay case, Ashokbhai, with his shrewd eye for the
big chance, increased his fee fourfold and, despite that,
doubled his practice. He would charge 100 GMs (gold
mohors) before the Antulay case; postthat, he increased
his fee to 400 GMs and never looked back. From 1982
till 1989, he remained the unquestioned king of the Bom-
bay Bar. His affable nature and acute advocacy made
him the darling of both the Bar and the Bench. Legend
has it that when he shifted to Delhi, it took five Senior
Counsel to come forward and absorb his practice.

On a personal note, though I had worked with
Ashokbhai inthe Swadeshi Polytex matter quite closely,
in the year 1983 in the Supreme Court (the matter
had gone on for months), it was not till the early *90s,
when he began private practice in the Supreme Court,
that he and | became really good friends. It was from
’91 onwards that Ashokbhai and I beganaregular, and
later, a constant interaction, both on professional and
personal fronts. The two casesthat | personally remem-
ber interacting with him on extensively, were the
Simbhaoli Sugar Mills case inthe Delhi High Courtand
the Sharad Pawar election case in the Supreme Court.

Ashokbhai’s style of advocacy was quite unique.
He was pleasantly pushy and quietly persistent. If the
judge did not bite on a particular point, he adroitly
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sidesteppedtoanotherone, inorderto pierce the judge’s
defences. He rarely got flustered, no matter how hos-
tile the judge was to the arguments advanced and would
always keep the atmosphere in court pleasant. As he
once said to me, ‘Raian, | never like to be told that a
judge is against me, because | don’t want it to subcon-
sciously make me more defensive or aggressive when
I address him.” Like all great advocates, he was able to
ensure, many more times than not, that his client came
outof court better off than when he wentin.

Getting to know him at the personal level, aswell
as I did, I realized that Ashokbhai was a man of many
parts and varied interests. His love for music encom-
passed both westernand Indian classical. He was fond
of literature. He married Suvarna, who, along with her
sister, was one of the most famous Manipuri dancers of
her time. Socialistin hispolitical ideology and tending
towards Buddhism in matters of religion, Ashokbhai
was also a practitioner of Vipassana meditation. His
simplicity and austerity encompassed amodern mind.
Popular with all, he was admired, respected and loved
by those who worked with him, especially his juniors.
He was a very kind and caring friend, offering help
when needed in the most unobtrusive and gentle kind
ofway. His friendship wasrock solid.

Ashokbhai was a man of quiet principle, setting
for himself very high standards of probity. | was par-
ticularly pleased that when the United Front govern-
ment came to the fore in 1996, Vinod Pande, former
Cabinet Secretary, and I, insome small measure, were
able to persuade V.P. to speak to the then PM, Deve
Gowda, to make Ashokbhai the Attorney General. Both
Vinod and | felt it would be a fitting culmination to a
glorious career. The Prime Minister agreed on one pre-
condition, that he would first offer it to Fali Nariman,
andonly if Falideclined, would he appoint Ashokbhai.
Factually, the then PM offered Fali both the position of
Attorney General and also the post of Law Minister. It
was only when Fali declined that Ashokbhai became
Attorney General.

On the point I raised earlier, of Ashokbhai hold-
ing himself quietly to the highest standards, | remem-
beryears later Arun Jaitley, as Law Minister in Atalji’s
government, telling me that he had personally exam-
ined the records and found Ashokbhai was the only
AG who had never once asked for special exemption
asAG to appear foraprivate party.

Before | end thistribute, | wantto allude particu-
larly to one aspect of Ashokbhai’s personality, and that
was his ability to getalong and be at ease with any kind
of person, rich or poor, important or inconsequential.
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I mentioned this to him once and the explanation he
gave me was fascinating. He pointed out to me that
despite being the son of Haribhai Desai, one of Bom-
bay’s leading criminal lawyers, he had studiedtill class
6 or 7 in a municipal school, which was called Bai
Kabibai. ‘You see Raian,” he said to me, ‘I am, there-
fore, equally at home with a managing director of a
large company as | am with the tonga boy’s son.” With
his passing away, the Bar has lost one of its true stal-
warts, and both Manik and I have lost a true and good
friend.

Here, | owe the reader an explanation, and the
family an apology. This remembrance is a couple of
months late. | had agreed to write for another paper a
fewmonthsago, butkept procrastinating. | amglad that
Mala cajoled and bullied me to put pen to paper. More
so because Seminar is a magazine that was close to
Ashokbhai’s heart, and he would have been glad to
find himself being celebrated and remembered for
posterity in its pages.

Raian Karanjawala
Founderand Managing Partner,
Karanjawalaand Co, Delhi

Vijaya Ramaswamy 1953-2020

THE academicworld in Delhiwasanexcitingand chal-
lenging oneinthe 1970s. Amongst those who lived and
breathed that excitement, and carried it with her to the
very end, was Vijaya Ramaswamy.

Born in Delhi in 1953, Vijaya graduated in His-
tory fromthe prestigious Lady Shri Ram College, Delhi
University, before joining the very firstbatch of MAstu-
dents enrolled at the Centre for Historical Studies,
Jawaharlal Nehru University. This was a time when
new courses were being introduced, marking a shift
away from programmes dominated by political/dynas-
tic histories to ones which were oriented towards ask-
ing fresh questions, primarily from the point of view of
economic history, but also opening up possibilities of
freshinvestigationsinsocial and cultural history. Vijaya
absorbed everything that was on offer, and more, with
azeal and enthusiasmthatenabled her to make the most
of interdisciplinary approaches and adopt and adapt
these in her future work.

Vijayawentonto doher PhD, subsequently pub-
lished as Textiles and Weavers in Medieval South
India (Oxford University Press, New Delhi, 1985; sec-
ond revised edition, 2006). Thiswork was remarkable
for avariety of reasons. It cut across the conventional
chronological divides, tracing developments overalong



period, from the early historic to the colonial context.
Also, the engagement with crafts and craftspersons
wouldbecomealifelong interest, bringing ordinary peo-
ple and their lives centre stage. These investigations
were based on the use of a wide variety of sources —
textual, inscriptional and ethnographic. Vijaya’s ability
to empathize with crafts workers allowed her to reach
out to them. These bonds proved to be enriching and
enduring. They found expression in The Song of the
Loom (Primus,New Delhi, 2013), and In Search of
Vishwakarma: Mapping Indian Craft Histories
(Primus, New Delhi, 2019).

Almostsimultaneously, inthe 1980s, Vijayadeve-
loped a deep and abiding interest in feminism and
women’s studies, inflected by her own quests. These
led herinavariety of directions, and, typically, she pur-
sued them with enthusiasm, returning to them time and
again, in the decades that followed. One of the most
sustained of these, and perhaps closest to her heart, was
the attempt to recover and share the experiences of
women insearch of enlightenment, spiritual, mystical
pursuits that often eluded cut and dried categories of
analysis. The insights she obtained culminated in Walk-
ing Naked: Women, Society and Spirituality in
South India (Indian Institute of Advanced Study,
Shimla, 1997). This, like Textilesand Weavers, worked
withalong chronology, beginning with Sangam texts,
engaging with Buddhist and Jaina traditions in South
India, as well as the many strands of Bhakti, both
Vaishnavaand Shaiva, including the Virashaivamove-
ment. The last was something that she found compel-
ling, devoting a separate monographtoit, Divinity and
Deviance (Oxford University Press, New Delhi, 1996).
Several years later, when she joined the faculty of the
Centre for Historical Studies, JNU, she returned to the
broad contours of these investigations, and introduced
a course on devotion and dissent, which familiarized
students witharange of traditions that were not part of
mainstream histories.

Vijaya also succeeded in combining her diverse
interests. Thisis perhaps bestexemplified inthe antho-
logy that she edited, Women and Work in Precolonial
India (Sage, New Delhi, 2016), documenting the evi-
dence for the participation of women inarange of eco-
nomicactivitiesindifferentregions of the subcontinent
through the centuries. The anthology showcased the
work of both young and established scholars, drawing
attention to an area that was relatively neglected.
Another edited anthology, Migrations in Medieval
and Early Colonial India (Routledge, Oxon, 2016),
also opened up freshareas of investigation.

In both her work on weavers, as well as on devo-
tional traditions, Vijayadrew onthe resources of Tamil.
Her deep and abiding engagement with the language
enabled her to produce the Historical Dictionary of
the Tamils (Scarecrow Press, Lanham, 2007/2017), at
once lucidand wide-ranging.

Avprolificscholar, Vijaya contributed papersand
made presentations at seminars and conferences
throughout the country and across the globe. She was
the recipient of several awards and fellowships. These
included the Fulbright Fellowship, the Commonwealth
Fellowship, fellowships at the Indian Institute of
Advanced Study, Shimla, where she was Tagore
Fellow till the end, and the Nehru Memorial Museum
and Library Fellowship. She used each of these oppor-
tunities fruitfully, and productively, as occasions to
explore, work on cross-cultural comparisons, and
expand heracademic horizonsinavariety of directions.
The Indian History Congress recognized her asthe best
woman historianin2001.

As, if not more remarkable, was the fact that
Vijaya combined this prolific academic output with a
deep commitment to teaching. She began teaching
undergraduate classes in Gargi College, Delhi Univer-
sity, where she taught for several years. She adapted
to the bilingual teaching modes that were often in
demand, switching from English to Hindi and back as
andwhenrequired. Vijayaalso learnt Sanskrit diligently,
and could use Malayalam and other languages as and
whenrequired.

Vijayataught postgraduate classes in Delhi Uni-
versity, before returning to the Centre for Historical
Studies as a faculty member, where she served till
her retirement in 2018. In all these institutions, she
endeared herself to her students by her almost conta-
gious excitement about what she was teaching and
what they were doing. Her affection, warmth and
concern for students was palpable, and was more
often than not reciprocated. She also shouldered
administrative responsibilities, often onerous, inthese
institutions.

Vijaya’s relationships with her colleagues were
more complex. She could be determined, if not stub-
born, transparent, where people may have preferred
tact; butwhat shone through, at the end of the day, was
her compassion. She extended herself, effortlessly, to
people in distress. She also had an immense ability to
laughatherselfand others.

Vijaya’ssuddenand untimely passing has left us
all impoverished. We will miss her laughter, warmth,
zeal, passion, and her commitmentto research, publica-
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tionanddissemination. Buther legacy will remain, sus-
tained by enthusiastic young students and researchers
whom she nurtured with affectionand encouragement.

Kumkum Roy
Professor, Centre for Historical Studies,
Jawaharlal Nehru University, Delhi

Ajay Singh 1950-2020

BAPTISM by fire is an irresistible temptation on the
brink of a second life. On awintry morning in 1989, a
fewminutesbefore 11, Ajay Singhand |, very conscious
of newbeginnings, entered Parliamentas newly elected
members of the ninth Lok Sabha. We drove up in the
same vehicle and stepped through those dream-gates
together, quite determined to make a point that might
seem minor in the larger scheme of things, but which
mattered to the two of us. We were headed for oppo-
site sides of the House: he towards the fragile Treas-
ury benches, and I towards a badly mauled opposition.
Ourassertionwas uncomplicated. Apolitical divide, in
the parlance of common sense, did not mean a frac-
tured friendship.

We knew that yet another season of fireworks
was upon us, for the intense friction of power had
already lit flames, fanned by electoral rhetoric, which
threatened to go out of control. What neither of
us expected was the astonishing conflagration that
consumed the House and ravaged India’s political
environment.

The difference between amused and bemused
seemsclearenoughinadictionary. In Ajay’s continual
rather than continuous engagement with public life over
the following three decades, an overlap prevailed. He
seemed more amused than angry at the mercurial
behaviour of leaders without a cause, who banded
and re-branded at the whiff of self-interest. He was
bemused at the consequent havoc upon his personal tra-
jectory acrossthe political horizon, which got trapped
dueto circumstances beyond his control. Itwasaslow
seepage of opportunity that could have made far bet-
ter use of his deep commitment and considerable tal-
ent. He was too soft-spokento be rancorous, too gentle
to be angry. His regret would, at worst, turn into mel-
ancholy during an evening’s attempt to ameliorate the
injustices of the day.

But he had the grit to rise above the mishaps of
an erratic destiny. He created a constituency much
larger than the sometimes claustrophobic limits of a
Parliament seat, a socio-economic expanse which he
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nursed withasoft touchand hard resolve. His singular
assetwasacaring smile which spoke eloquently tothe
thousands of mainly villagers who came to seek his
help through the association he chaired.

Two national leaders truly understood his values
and value: George Fernandes and Kunwar Natwar
Singh. The latter gave Ajay the three best years of his
career, when he became India’s High Commissioner
inFiji. His father Bhagwan Singh had once served there
aswell, but there was a better reason. Fiji was also his
sasural, where he met and married his beautiful and
vivacious wife, Shiromani. Ajay’s greatest shock was
the catastrophic loss of Shiru three yearsago. That scar
never could heal.

Ajay, abrilliantswimmer, once mentioned tome
how he and Shiru would swim far out into the ocean
around Fiji to measure their youthful prowess. Hind-
sight, always convenient during consideration, now
seems to suggest that behind the gentle demeanor of
Ajay hid a man constantly in search of some shore on
the opposite side of convention. He was never a radi-
cal or an extremist, and had abandoned the siren sym-
phonies of maverick ideology even during the persistent
call of a Delhi college campus. But he was an activist
withaconscience. He did not believe he could change
the world but he did want to melt the iron cuffs of
casteism and communalism that had fettered so many
Indians.

Alllivesend. Thatis an unsentimental truth. But
for friends every funeral is a journey into the past on
the rollercoaster of might-have-beens; every tinge of
sorrow is leavened by the memory of evenings resplend-
ent with sensible and senseless laughter. We first got
to know each other in that informal club which metin
the heady ebullience of March 1977, when the Indian
voter humbled an empresswho had imprisoned demo-
cracy. Forus, despite the turbulent aftermath, the 1980s
were primetime.

Now, as dusk deadens the evening with obituar-
ies, there is but one prayer. Friends should not leave
withoutsaying goodbye.

Itstrikes me, as memory skips through innumer-
able conversations, with the difficult balance sheet of
religion in politicsaregular point of debate, that I never
askedAjay ifhebelievedin God.

No matter. Ajay Singh believed in himself. Itisa
sound maxim for this life. We can leave the next life to
God.

M.J. Akbar
Author and BJP MP, Rajya Sabha





